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About ThisDocument
This documenprovides hardware and softwar@nformation of the Robustel R0O00 EntRouter; including
introduction, installation, configuration and operation.

Copyrigh© 2019 Guangzhou Robust&lTD.
Allrightsreserved.

Trademarks andPermissions

@ r@busterél robustare trademarks of Guangzhou Robustel D All other trademarks and trade

names mentioned in this document are the property of their respeatiwvaers.

Disclaimer

No part of this document may be reproduced in any form without the writtermission of the copyright owner.
The contents of this document are subjectdioangewithout notice due to continued progress in methodology,
design and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting fuze th
of this document.

Technical Support
Tel:+86:20-29019902
Fax:+86-20-82321505
Email:support@robustel.com
Web: www.robustel.com
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Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data
may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are rare
when wireless devices sh as the routersused in a normal manner with a welbnstructed network, the router

should not be used in situations where failure to transmit or receive data could result in damage of any kind to the
user or any other party, including but not limitéol personal injury, death, or loss of property. Robustel accepts no
responsibility for damages of any kind resulting from delays or errors in data transmitted or received using the
router, or for failure of the router to transmit or receive such data.

Sakty Precautions
General
The router generates radio frequency (RF) power. When using the raater must be taken on safety issues
related to RF interference as well as regulations of RF equipment.
Do not use your router in aircraft, hospitals, petrol stations or in places where cslilo¢arproducts is
prohibited.
Be sure that the router will not be interfering with nearby equipment. For example: pacemakers or medical
equipment. The antenna of th@uter should be away from computers, office equipment, home appliance, etc.
An external antenna must be connected to the router for proper operation. Only uses approved antenna with
the router. Please contact authorized distributor on finding an appramédnna.
Always keep the antenna with minimum safety distance@®€ra or more from human body. Do not put the
antenna inside metallic box, containers, etc.
RF exposure statements
1. For mobile devices without elocation (the transmitting antenna is instdl or located more than 20cm
away from the body of user and nearby person)
FCC RF Radiation Exposure Statement
1. This Transmitter must not be docated or operating in conjunction with any other antenna or transmitter.
2. This equipment complies with FCC Rkation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance of 20 centimeters between the
radiator andhumanbody.
Note: Some airlines may permit the use of cellular phowbge the aircraft is on the ground and the door is open.
Router may be used at this time.

Using theRouter in Vehicle
Check for any regulation or law authorizing the useelulardevicesn vehicle in your country before installing
the router.
The drver or operator of any vehicle should not operate the rauigile driving
Install the router by qualified personnel. Consult your vehicle distributor for any possible interference of
electronic parts by the router.
The router should be connected to th&\K A Of SQ& & dzLJLJ & -péotecied ®nhindidthedzi A y 3 |
PSKAOt SQa FdzaS o02E®
S OFNBTdzZ ¢KSYy (KS NRdziSNI Aa LR2GgSNBR 068 (KS @SKA
period.
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Protecting Your Router
To ensure errofree usage, please install and operate your router with care. Do remember the fojow
Do not expose the router to extreme conditions such as high humidity / rain, high temperature, direct sunlight,
caustic / harsh chemicals, dust, or water.
Do not try to dimssemble or modify the router. There is no user serviceable part inside and the warranty would
be void.
Do not drop, hit or shake the router. Do not use the router under extreme vibrating conditions.
Do not pull the antenna or power supply cable. Attach&ds by holding the connector.
Connect the router only according to the instruction manual. Failure to do it will void the warranty.
In case of problem, please contact authorized distributor.
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Regulatory and Type Approval Information
Table 1:Directives

2011/65/EU | The European RoHS2.0 2011/65/EU Directive was issued by the European parlian
and the European Council on 1 July 2011 on the restriction of the use of certain

Hazardous substances in electrical and electronic equipment.

2012/19/EU | The Eurpean WEEE 2012/19/EU Directive was issued by the European parliament
and the Europeaouncilon 24 July 2012n waste electrical and electronic equipmen ﬁ

2013/56/EU | The European 2013/56/EU Directive is a battery Directive which published in tb#i¢tal gazette
on 10 December 2013. The button battery used in this product conforms to the stands
2013/56/EU directive.

Table2{ G YRI NRa 2F (KS St SOUNRYyAO AYyRdzaliNER 2F GKS t S21
SJT The electronic industrgtandard of the People's Republic of China SJ/T t4#3631 ¢ a w S |j
113632006 | for Concentration Limits for Certain Toxic and Hazardous Substances in Electronic Informati

t NERdzOGla¢ AaadzSR o0& GKS YAyAadaNER 2F 40iF2N

November 6, 2006, stipulates the maximum allowable concentration of toxic and hazardous

substances in electronic information products.

Please se&able 3for an overview of toxic or hazardous substances or elements that roght

contained in product parts in concentrations above the limits defined by SJ/T

SJIT The electronic industry standard of the People's Republic of China SJ/TH18&4n & [ | 0

113642014 | Requirements for Restricted Use of Hazardpuszo & G F y OS&a Ay 9f SO0 N2 Y]

issued by the ministry of Industry and information technology of the People's Republic of Ch

July 9, 2014, stipulates the Labeling requirements of hazardous substances in electronic ang

electrical pralucts, environmental protection use time limit and whether it can be recycled.

This standard is applicable to electronic and electrical products sold within the territory of the

People's Republic of China, and can also be used for reference in thetogistiess of electronid

and electrical products.

The orange logo below is used for Robustel products: t‘lnr

Indicates its warning attribute, that is, some hazardous substances are contained in the prod
The "10" in the middle of the legend refers to the @onment-friendly Use Period (EFUP) * of
electronic information product, which is 10 years. It can be used safely during the
environmentfriendly Use PeriodAfter the environmental protection period of use, it should ent
the recycling system.

*The termof environmental protection use of electronic information products refers to the terr
during which the toxic and hazardous substances or elements contained in electronic inform
products will not be leaked or mutated and cause serious pollution teethironment or serious
damage to people and property under normal conditions of use.
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Table 3:Toxic orHazardousubstances oHements withDefined ConcentrationLimits

Name of| HazardouSubstances
thePart | pp (Ho (C9 (CqVvD) | (PBB (PBDE | (DEHP | (BBP) | (DBR (DIBR

Metal
parts

(0] (0] 0] 0] 0] o) o) (0] (0] (0]

Circuit
modules

Cables
and cable
assemblie
s

Plastic
and
polymeric
parts

0:
Indicates that this toxic or hazardous substance containeadl of the homogeneous materials for this part is
below the limit requirement in RoOHS2.0.

X

Indicates that this toxic or hazardous substance contained in at least one of the homogeneous materials
part might exceedhe limit requirement in RoB2.0.
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DocumentHistory
Updates between document versions are cumulative. Therefore, the latest document version contains all updates
made to previous versions.

Date Firmware Version| Doc Version Change Description
19 Apr.,2017 3.0.0 v.1.0.0 Initial release
21 Aug,2017 3.0.0 v.1.0.1 - Noted that only SIM1 support voice function

Added more information about RJ11 connecic
Corrected weight from 750 g to 695 g
Updated LED Indicators table in Chapter 2.1
Added certifications information

Added avg poweinformation

Other minor editorial changes

28Jun,2018 3.0.0 v.1.0.2 Revised the company name
30Jan.2019 3.0.0 v.1.0.3 Revised the ertifications

Revised the Frequency bands of Wifi
26 Mar., 2019 3.0.0 v.1.04 - Revised the English grammar

Addedthe description of Supporting GSM a
VOLTE(optional) for voice traffic

Revised the Regulatory and Type Apprd
Information

17 Sep.,2019 3.0.0 v.1.0.5 - Revised tle Regulatory and Type Approval
Information

Revised thke Approvals
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Chapter 1 ProductOverview

1.1 Key Features

The Robustel Industrial Dual Module Cellular VPN Router with Voice (R2000 Ent) gestided reliable Internet
connectivity, enhanced voice capabilitiemaking it perfect to respond to and manage any device, anytime and
anywhere.
R2000 Ent is a powerful router developed from RobustOS, a Robustéégelbped and Linukased operatig
system which is designed to be used in Robwddeices The RobustOS includes basic networking features and
protocols providing customers with a very good user experience. Meanwhile, Robustel offers a Software
Development Kit (SDK) for partners and oustrs to allow additional customization by using C, Python or Java. It
also provides rich pps to meet fragmented IoT market demands.

Voice channel/R832/R$485 (choose one only) shared across an RJ11 port

Voice call and data transmission being usedultaneously, depending upon your ISP network
Supports GSM and VoLTE(optional) for voice traffic

Embedded duamodule supports two SIM cards online simultaneously
The feature Link Manager supports configuration of Cellular WAN, Ethernet WAN, WiBckok land ICMP
detection

The optionBackup Modesupporis cold, warm and load balancing

WAN port supports PD featuecompatible with 802.3at.

WiFi supports AP mode and Client mode

RobustOS + SDK + App

IPsec/OpenVPN/GRE/L2TP/PPTP/DMVPN

Management anagnaintenanceviaWell CLISMSSNMP/RobustLink Cloud
Auto reboot via SMS/Timing

Includng built-in software watchdog

Desktop and easy wall or DIN rail mounting options
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1.2 Padkage Contents

Before installingyour R2000 Ent Routererify the kit contents as following
Note: The following pictures are for illustration purposes only, not based on their actual sizes.

1 xRobustel R2000 Ent Industrial Dual Module Cellular VPN Router with Voice

Note: If any of the above items missing odamaged please contacgour Robustekales representative

Optional Accessariegsoldseparately:
3G/4G SMA cellular antenna (stubby/magnet optional)
Stubby antenna Magnet antenna

RT _UG_R200Bnt v.1.06 17 Sep, 2019 11/134
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RRSMA WiFantenna(stubby/magnet optional)
Stubby antenna Magnet antenna

3

S

Wallmounting kit

iR

35mm DN rail mounting kit

L-type screwdriver

Ethernet cable
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RJ11 to RJJdhone connectivity cable

AC/DQoower adapter (12VDC, 10 A, EUUSUK AU plug optional)

1.3 Specifications

Cellular Interface
Number of antennas: 4 (MAIN1 + AUX1 + MAIN2 + AUX2)
Connector SMAfemale
SIM:2(3.0V&1.8V)
StandardsGSM/GPRS/EDGE/WCDMA/HSDPA/HSUPA/HSRASH2E/TESCDMA/CDMACDMA 1X/EVDO)/
FDD LTE/TDD LTE
GSM: max DL/UL = 9.6/2.7 Kbps
GPRS: max DL/UL = 86 Kbps
EDGE: max DL/UL = 236.8 Kbps
WCDMA/TESCDMA: max DL/UL2:8 Mbps/384 Kbps
HSPA-+naxDL/UL=21/5.76 Mbpsfallback to 2G
DCHSPA+: max DL/UL = 42/5.76 Mbps, fallback to 2G
FDD LTEnaxDL/UL=100/50 Mbps, fallback t@G/3G
TDD LTE: m&/UL=100/50 Mbps, fallback t@G/3G

Ethernet Interface
Number ofports: 4 x LAN + 1 x WANLQ/100Mbps)
WAN port Supports802.3at PD featurdoptional)
Magnetisolationprotection: 4 KV

WiFiInterface
Number of antennas: 2NiFil + WiFi2)
Connector;: RFISMAmale
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Standards802.11b/g/n supports AP and Client modes

Frequencybands: 2.4 GHz

Security WEPWPA, WPA2

Encryption64/128 AES, TKIP

Data speed2*2 MIMO, p to 300 Mbps

RF output power: 802.11b 19 dBm

(+/-1 dBm) 802.11g 19 dBm
802.11n (20 MHz) 18 dBm
802.11n (40 MHz) 17 dBm

Receiving sensitivityg02.11b -93 dBm

(+/-1 dBm) 802.11g -90 dBm
802.11n (20 MHz) -88 dBm
802.11n (40 MHz) -85 dBm

Voicelnterface
Number ofports: 1 xVoice all (only SIM1 support)
ConnectorRJ11(also be used for landline telepho@gower supply)
Sandards: ITU Q.512 (SLIC)
ITU K.2@overcurrent and overvoltage protection)
Subscriber line interface circuit (SLIC)
Ring voltage: 4 90 Vpk configurable
Ring frequency: 2tb 25 Hz
Ring waveformsine wave
Maximum ringer load: 5 ringer equivalence numbers (RENS)
On-hook voltagdtip/ring): -46to -56V
Off-hook current: 180 20 mA
Terminating impedanceonfigurable

Seriallnterface
1 x R&32/R$485with an RJ11 interface
1 x USB 2.0 hosip to 480 Mbps

Others
1 x Reset buttonRST)
LED indicators1 x RUN, 1 KET11 xNET2, 1 x RSSIlx RS2l 1 x USR
5 x LINK of Ethernet interfaciecluding WAN, ETH1, ETH2, ETH3 and ETH4

Software(Basic features of RobustOS)
Network protocols: PPPPPoETCP, UDP, DHCP, ICMP, NAT, HTTP, HTTPs, DRIB, BBPRTPSMTPJelret,
VLAN, SSHgic.
VPN tunnel: I8¢, OpenVPNGRE
Firewall:DMZ antiDoS, Filtang (IP/Domain name/MAC addresBprt MappingAccess Control
Management: Web, CLI, SMS
Serial portTransparent TCP Client/Server, UDP, Modbus RTU Gateway
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App Center(Available Apps for RobustOS)
Apps: L2TP, PPTP, DMVPN, RobustVPN, VRRP, QoS, Captive Portal, WLAN Multi AP, SNMRdlarsguiage,

*Request on demandror more Aops please visitvww.robustel.com

Power Supply and Consumption
Connector 2.1mm DC Jackocket
Input voltage: 9 to36VDC
Powerconsumption: Idle: 350 mA@12 V
Datalink: 500 mA (peakj@12 V
PD feature: WAN port support
Input voltage: 48 to 57V DC

Physical Characteristics
Ingress protectionIP30
Housing &\eight: Metal, 6959
Dimensiors. 193 x 113x32mm
Installatiors: Desktop wall mountingor 35 mmDIN rail mounting

Approvals
Regulatory:CE, RCM
Environmental: RoH0, WEEE
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1.4 Dimensions

j@é P @ ©

Top View
193 i1

LLE]
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— | — " — (I
Front View Side View Rear View

Bottom View

1.5 Orderinginformation

R2000E4L1 R2006E4L2

Module Number Single module Dual module
AntennaNumber 2 4

Air Interface GSM/GPRS/EDGE/WCDMA/HSDPA/HSUPA/HSPASH2G/TEBSCDMA/CDMA
(CDMA 1X/EVDO)/FDD LTE/TDD LTE
AU: B1/B3/B5/B7/B8/B28, B40
4G* EU: B1/B3/B7/B8/B20/B28/B31, B38/B40
US: B2/B4/B5/B13/B17/B25, B41
JP:B1/B3/B8/B9/B18/B19/B21/B28, B41
CN: B1/B3, B38/B39/B40/B41
3G WCDMA/HSDPA/HSUPA/HSPA+HASPA+: B1/B2/B5/B6/B8/B9/B19
TDSCDMA: B34/B39
CDMA (CDMA 1X/EVDO): RO/A BC0/BC1/BC10
2G 850/900/1800/1900 MHz
-25t0 +70°C/5 to 95%RH
*For more information about 4G frequency bands in different countries, please contacRpbuistekales
representative.
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Chapter 2 Hardware hstallation

2.1 LED Indicators

The R2000 Ent has been designed to be placed on a desktop. Below is the bottom vieR20QReENt.

@ robustel

r O0O0O0O0 (-]

Name Color Status Description
RUN Green On, fast blinking Router ispowered on
(250 mSec blink time)| (System is initializing)
On,blinking Routerstarts operating
(500 mSec blink time)
Off Router is powezd off
NET1 Green On, solid Network is joined successfully by using the
(Represents for Modulel card and worked in an optimum one
the Modulel) On, blinking Network is joined successfully but worked in a
lower-level than standard
Off Network is not joined or joining
NET2 Green On, solid Network is joined successfully by using the
(Represents for Module2 card and worked in an optimum one
the Module2) On, blinking Network is joined successfully but worked in a
lower-level than standard
Off Network is not joined ojoining
RSSI1 Green On, solid Highsignal strength(21-31) isavailable

(Represents for
the signal value of

On,slowblinking
(1 sec blink time)

Mediumsignal strength(11-20) isavailable

Modulel) On, fast blinking Low sgnal strength(1-10) isavailable
Off No signal
RSSI2 Green On, solid Highsignal strength(21-31) isavailable

(Represents for
the signal value of

On,slowblinking

Mediumsignal strength(11-20) isavailable

On, fast blinking

Low sgnal strength(1-10) isavailable

Module2) Off No signal
USRSIM Green On, blinking Backup card is being used
Off Main card is being used
USROpenVPN | Green On, solid OpenVPN connection is established
Off OpenVPN connection is not established
USRIPsec Green On, solid IPseaconnection is established
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Off IPsec connection is not established
USRWiFi Green On, solid WiFi is enabled and working properly
Off WiFi is disabled or not working properly
WAN/ETH1/ Green On, solid Connection is established
ETH2/ETH3/ On, Hinking Data is beingransferred
ETH4 Off Connection is not established

Note: You can choose the display type of USR LED. For more details, please3&f8rService > Advanced
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2.2 RJ11 Interface

The R2000 Ent has been designed to be placeddmsktop. Below is thtop view of the R2000 Ent.

". . . . - \.
wiFi ETHa ETH3 ETH2 ETH WAN wiF2

FXS/ 30M

PIN | Voice

Direction

NC

NC

RINGD/RDC

RJ11Port
(Sharedby voice input

/IRS232/R$485

TIPD/TDC

NC

OB WIN|F

NC

PIN | RS232

Direction

Router « Device

Router- Device

o |lhlwWiIN|F
<
O

PIN | RS485

Direction

NC

GND

RS485_D

RS485 D+

GND

olu(bhlw(N|P
>

NC
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2.3 USBInterface

robustel e
@ siMm 2
, O000O0 o
Function Operation
Firmware USB interface is used for batch firmware upgrading,damnot be used for sending or receiving
upgrade data from slave devices which connected to it. You can insert a USB storage device into th@

USB interface, such as a U disk or a hard disk. If there have a supported configuration file of
router firmware h this USB storage device, the router will automatically update the configurat
file or the firmware. For more details, s&ell Interface > USB

2.4 Reset Button

@robustel e
o 000000 O000O0 o
Function Operation
Reboot Press and hold the RST button for 2 to 7 seconds utfdeoperating status.

Restore to factory | Wait for 5 seconds after powering up the router, press and hold the RST button for abo

default setting seconds until all six LEDs start blinking one by ane release the button to return the
router to factory defaults.
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2.5 EthernetPort

@ robustel —

° ©0 0000

R2000 Ent Router has five Ethernet ports, including WAN, ETH1, ETH2, ETH3 and ETH4. And every Etherne
corresponds to a specific LED indicator inkib&om view of the router(refer to the above figuresfor details
about status, se¢he table below.

Indicator Status Description

Linkindicator On, solid Connection is established
On, binking Data is being trarierred
Off Connection is not established

2.6 Insert or RemovesIM Card

© ®© 6 0 o

robustel i
(13, -
© 66 6 ©
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Insert or removehe SIM as shown in the following steps.
Insert SIMcard

1. Make sureouter ispoweredoff.

2. Toremove slot cover, loosen the screws associated with the cover by using a screwdriver and then find the SIV
card slot.

3. Toinsert SIM card, press the card withger until you hear a click and then tighten the screws associated with
the cover by using a screwdriver.

4. To put back the cover and tighten the screws associated with the cover by using a screwdriver.

Remowe SIMcard

1. Make sureouter is powered off.

2. Toremove slot cover, loosen the screws associated with the cover by using a screwdriver and then find the SIM
card slot.

3. Toremove SIM cardsess the caravith finger until it pops out and then take out the SIM card.

4. To put back the cover and tighten therews associated with the cover by using a screwdriver.

Note:

1. Recommended torque for inserting is ONam, and the maximunallowed 5 0.7N.m.

2. Use the specific card when the device is working in extreme temperatmgpérature exceeding 4tC),
becausehe regular card for lonime working in harsh environment will be disconnected frequently.
Do not forget to twist the cover tightly to avoid being stolen.

Do not touch the metal of the card surface in case information in the cartbaébr be destrogd.

Do not bend or scratch the card.

Keep the card away from electricity and magnetism.

Make sure router is powered off before inserting or removing the card.

No o~

2.7 Attach External Antenng SMA Type)

Attachan externalSMAantennato the routerQ antennaconrector and twisttightly. Make sure the antenna vgithin
the correct frequencyange provided by the ISP and with 50 Ohm impedance
Note: Recommended torque fotighteningis 035 N.m.

SMAantenna with a
male connector for
cellular connection

SMA antenna with a
male connector for
cellular connection

RT _UG_R200Bnt v.1.06 17 Sep, 2019 22/134
Confidential



Robustel ROO0EntUser Guide @ r@bUStel

SMA antenna with a
male connector for
cellular connection

SMA antenna with a
male connector for
cellular connection

RRSMA antenna with RRSMA antenna with a
a female connector for female connector for
WLAN connection WLAN connection

2.8 Mount the Router

The router can be placed on a desktop or mounted to a wall or a 35 mm DIN rail.

Two methods for mounting the router
1. Wall mounting(measured in mm

u [ | [} L__j,;__ L35
2-97

Y ,.f; B Ry I

¢ }f? =T

Use4 pcs of M2.5*4 flat headPhillips screws to fix the wall mounting kit to the router, and then use 2 pcs of M3
drywall screws to mount the router associated with the wall mounting kit on the wall.
Note: Recommended torque for mounting@s5N.m, and the maximum allowed@s7 N.m.
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2. DIN rail mountingmeasured irmm)

%

@

35

365

uf_

Use 3 pcs of M3*@at headPhillips screws to fix the DIN rail to the routand then hang the DIiil on the
mountingbracket. It is necessary to choose a standard bracket.
Note: Recommended torque fanounting is 1.0 N.m, and the maximum allowed is 1.2 N.m.

2.9 Ground the Router

. . . . \
wi EeTHa ena e Emn wan wre

FXS/COM @_@_@

Router groundindnelps preventthe noiseeffect due to electromagnetic interference (EMDonnect the router to the
site ground wire by the ground screw before powering on.
Note: This product iappropriate to be mounted on a sound grounded device surface, such as a metal panel.
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2.10 Connect the Router to a Computer

Connect an Ethernet cable to any port marked E94at the top of the R2000 Ent Router, and connect the other
end of the cable to your computer.

2.11 Power Supply

Use a DC Jack adapter to connect the ro@tpower connector to the power supply.
Note: The range of power voltage is 936V DC
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Chapter 3 Initial Configuration

The router can be configured through your watowserthat includinglE 8.0 or above, Chrome and Firgfetc. A

web browser is included as a standard application in the following operating systems: Linux, Mac OS, Windows
98/NT/2000/XP/Me/Vistal/7/8, etclt provides an easy and us#rendly interfacefor configuration.There are various

ways to connect the router, either through an external repeater/hub or connect directly to your PC. However, make
sure that your PC has an Ethernet interface properly installed prior to connecting the Matiemusiconfigure your

PC to obtain an IP address through a DHCP server or a fixed IP address that must be in the same subnet as the rol
If you encounter any problems accessing the router web interfiaée advisable to uninstall your firewall program on
your PC, as tistendsto cause problems accessing the IP address of the router.

3.1 Configuethe PC

There are two methods tgetIP addresforthePCOneisii 2 206G+ Ay |y Lt | RRNBaa I dzi
I 2yySOGA2YES YR | yite Prdings manuallyavithid the sarkesdbNabefrouteriFlease
refer to the steps below

Here takeWindows 7as example, andhe configuration for windows system is similar.
1. ClickStart>Controlpanel, doubleclickNetwork andSharing Centerand then doubleclickLocal Area

Connection
| ). e
@\/' & « Network and Internet » Network Connections » v | 49 W Search Net 3
i File Edit Vnew Tools Advanced Help -
Organize » Start this connection Rename this connection  » = v ] &

-~
P

' L Local Area Connection

l VMware Network Adapter VMnetl

v
)
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2. ClickPropertiesin thewindow ofLocal Area Connection Status

. . Local Area Coi X

General

Connection
IPv4 Connectivity: Internet
IPw& Connectivity: No Internet access
Media State: Enabled
Duration: 09:30:11
Speed: 100.0 Mbps

'
Sent —— &p = Received

-4

Bytes: 12,818,574 | 83,948,334

(Bipsies) (@] (oo )

MNetwarking

Connect using:
‘ & Qualcomm Atheros ARS162/8166/8168 PCHE Fast Bthen ‘

This connection uses the following items:

™ Client for Microsoft Networks

QVMware Bridge Protocol

Bl 105 Packet Scheduler

g File and Printer Sharing for Microsoft Metwarks
= |ntemet Protocol Version & (TCP/IPwE)
P8 Intemet Protocol Version 4 (TCP/IPvd)
<& Link-Layer Topology Discovery Mapper /0 Driver
wi Link-Layer Topology Discovery Responder

[ hstal. || Uninstal | [ Propeties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks,

|
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4. Two ways for configuring the IP address of PC.
Obtain an IP addresswutomatically:

General | Alternate Configuration

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
{71 Use the following IP address:

IP address:
Subnet mask:

Defaul: gakeway;

(@ Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DMS server:

Alkernate DNS server:

[T validate settings upon exit

Use the following IP address:
(Configured a static IP address manually within the same subnet of the router)

' ™
Internet Protocol Version 4 (TCP/IPvd) Properties L2 [

General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically i

i@ Use the following IP address:

IP address: 192 188 . 0 . 2 I
Subnet mask: 255 . 255 .255 . 0 i
Default gateway: 182 .168 . 0 . 1

Obtain DNS server address automatically
(@ Use the following DNS server addresses:
preferred DNS server: 192 168 . 0 . 1

Alternate DNS server:

| Validate settings upon exit

5. ClickOKto finish the configuration.
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3.2 Factory Default Settings

Before configuring your router, you need to knde following default settings.

ltem Description

Username admin

Password admin

WAN DHCP connection type by default, WAN mode
ETH1 192.1680.1/255.255.255.0LAN mode

ETH2 192.1680.1/255.255.255.0LAN mode

ETH3 192.1680.1/255.255.255.0LAN mode

ETH4 192.1680.1/255.255.255.0LAN mode

DHCP Server Enabled

3.3 Log inthe Router

To log in to the management page and view the configuration status of your router, please follow the steps below.
1. OnyourPC, open a web browser such as Internet Expl@eogle and Firebox, etc.
2. From your web browser, typine IP address of theouter into the address bar and press ent&he default IP
addressof the routeris 192.168.0.1though the actual address may vary.
| — AR

Mew Tab x|
L

= = € | [ https://192.168.0.1/

3. Inthe login page, enter the username and g&srd, choose language and then cli€BGIN The default
username and password atedmire.
Note: If enter the wrong username or password over six times, the login web will be locked for 5 minutes.

@) rcbustel
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3.4 Control Panel

After logging in, the home page of the®® Ent Route® web interface is displayed, for example.

@ r®bu5t6| Save & Apply | Reboot | Logout

/A 1t is strongly recommended to change the default password.

Status

Status A System Information 0

Device Model R2000 Ent
System Uptime 0 days, 00:01:45
System Time Mon Mar 13 16:36:33 2017
RAM Usage 21M Free/64M Total
Firmware Version 3.0.0
Hardware Version 1.1
Kernel Version 3.10.49
Serial Number 11002217030001

Coprocessor Version Version 1.00.00

A Internet Status

Active Link WWAN1

Uptime 0 days, 00:00:59
IP Address 10.122.144.69/255.255.255.252
Gateway 10.122.144.70

DNS 210.21.4.130 221.5.88.88

Copyright ® 2017 Robustel Technologies. All rights reserved.

Using the original password to log in the router, the page will pop up the following tab

[ A 1t is strongly recommended to change the default password. X]

It is strongly recommended for security purposes that you change the default username and/or paSswadrednge
your username and/or password, s8e34 System > User Management

Control Panel
Item Description Button
Save & Apply Clicktosavéi KS OdzNNBy G 02y T A 3 aaNdpplyke y
modification on every configuration pag® makethe modification
taking effect

Reboot Click to reboot the router. If thRebootbutton is yellow, itmeans that Reboot
some completedonfiguratiors will take effectonly after reboot
Logout Click talog the current user out safely. After logging out, it will switch t| il

login page Shut down web page directiwithout logout, the next onecan
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login webon this browser without a passworllefore timeout.
Submit Click tosavethe modification orcurrert configuration page. m
Cancel Click to cancel the modification @urrent ®nfiguration page. m

Note: The steps of how to modify configuration are as bellow:

1. Modify in one page;

2. Clik[|ETE under this page;

3. Modify in another page;

4. Clic[ETg under this page;
5. Complete all modification;

RO save & Appiy )

3.5 Status

This page allows you to view the System Information, Internet Status and LAN Status of your router.

System Information

A System Information

Device Model R2000 Ent
System Uptime 0 days, 00:01:45
System Time Mon Mar 13 16:36:33 2017
RAM Usage 21M Free/64M Total
Firmware Version 3.0.0
Hardware Version 1.1
Kernel Version 3.10.49
Serial Number 11002217030001

Coprocessor Version Version 1.00.00

System Information

Item

Description

Device Model

Show the model hame gfur device.

System Uptime

Show the current amount of time the router has been connected.
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System Time

Show the currensystem time

RAM Usage

Show the free memory and the total memory.

Firmware Version

Show the firmware versiorunning on the router.

Hardware Versin

Show the current hardware version

Kernel Version

Show the current kernel version.

Serial Number

Show the serial numbeaf your device

Coprocessor Version

Show the coprocessor version of your device.

Internet Status

 Internet Status

Active Link WWAN1
Uptime 0 days, 00:00:59
IP Address 10.122,144.59/255.255,255.252

Gateway 10.122.144.70

DNS 210.21.4.130 221.5.88.88

Internet Status

ltem Description

Active Link Show the currengctivelink.

Uptime Show the current amount of time the link has been connected.

IP Address Show the IP address current link.

Gateway Show the gatewagddress of the current link.

DNS Show the current primary DNS server aadondary server.
LAN Status

IP Address 192.168.0.1/255.255.255.0

MAC Address 34:FA:40:06:DC:59

LAN Status
ltem Description
IP Address Show the IP address and theetmaskof the router.
MAC Address Show the MAC address of the router.
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3.6 Interface >Link Managr

This sectiorallows you to setup the link connection.

» General Settings

Primary Link  [WWAN1 ®
Backup Link [WwAN2
Backup Mode |:Cold Backup @
Revert Interval |0 | ®
Emergency Reboot Cm ®@

General Settings @ink Manage

Item Description Default

Primary Link Select fromdMWWANZE, AWWANZ, AWANE or AWLAN. WWANL
- WWANL: Select to mak&IM1 as the@rimarywireless link

WWAN: Select to mak&IM2 as thgrimarywireless link

WAN: Select to make WAEthernetport as theprimarywired link

WLAN: Select to make WLAN as the primary wireless link

Note: WLAN link is available only if enable WiFi as Client mode, plea

refer t03.10 Interface > WiFi

BackupLink { St S O (Non& NI\WANG ¢ \WWANRE, AWANE or AWLAN. WWAN2
None Do not selecanybackuplink

WWANL: Selectto make SIM1 as backup wireless link

WWAN2: Selecto make SIM2 as backup wireless link

WAN: Select to make WABthernetport as the backup wired link
WLAN: Select to make WLAN as the backup wireless link
Note: WLAN link is available only if enable WiFi as Client mode, pled
refer t03.10 Interface > WiFi

Backup Mode Select fromdCold Backufp dWarm Backugor doadBalancing. Cold
ColdBackup: The inactive link is offline on standby Backup
WarmBackup: The inactive link is online on standby
Load Balancing: Use two links simultaneously

Revert Interval Specify the number of minutes that elapses before the primakyitin 0
checked if a backup link is being used in cold backup mode. 0 means di
checking.

Note: Revert interval iswvailableonly under the cold backup mode.

Emergency Reboot | Click the toggle button to enable/disable this option. Enablestmoot the OFF
whole system if no links available.

Note: Clik(®) for help.
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Link Settingsllows you to configure thparametes of link connection, including WWAN1/WWAN2, WAN and WLAN.
It is recommended to enableingdetection to keepthe router always onlineThePingdetection increases the
reliability and also costhe data traffic.

Index Type Description Connection Type
1 WWAN1 DHCP [
2 WWAN2 DHCP L’;
3 WAN DHCP =
+ WLAN DHCP 2

Clik [# on the rightmost of WWAN1/WWAN2 to enter the configuration window.

WWAN1/WWAN2

» General Settings

Index [ 1 ]
Type [WWAN1
Description [ ]

The window is displayed as below when enablingdhgomatic APN Selectiéroption.

~ WWAN Settings

| Automatic APN Selection m |
Dialup Number [ FggEEE] 2 ]
Authentication Type [Auto
Switch SIM By Data Allowance Cm @
Data Allowance [O ] @
Billing Day [1 ] @

The window is displayed as below when disablingdhgomatic APN Selectiéroption.

~ WWAN Settings
| Automatic APN Selection [—m |

APN

internet

Username

]
]
]
FQQ¥*F] £ ]

Authentication Type Auto

Switch SIM By Data Allowance Cm @

Data Allowance [O ] @

Dialup Number

[
[
Password |
[
[

Billing Day [1 ]@
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» Ping Detection Settings

Enable

o B

(s.8.8.8 |

Primary Server

Secondary Server | 114.114.114.114 |

Interval |:300 | ®@
Retry Interval |5 | ®
Timeout |3 | ®
Max Ping Tries | 3 | @

» Advanced Settings

Overrided Secondary DNS |

NAT Enable

Upload Bandwidth | 10000

Download Bandwidth | 10000

Overrided Primary DNS |

Debug Enable

o [
o

Verbose Debug Enable

@ rcbustel

Link Settings (WWAN)

Item Description Default
General Settings
Index Indicate the ordinal of the list. -
Type Show hetype of the link WWAN1
Description Enter a description for this link. Null
WWAN Settings
Automatic APN Click the toggle button to enable/disable tl@utomatic APN Selectién | ON
Selection option. After enabling, the device will recognize the access point name
automatically. Alternatively, you can disable this option and manually g
the access point name.
APN Enter theAccess Point Nanfer cellular dialup connection, provided by | internet
locd ISP.
Username Enter the semame forcellular dialup connection, provided by local ISP] Null
Password Enter the @mssword for cellular diadp connection, provided by local ISP.| Null
DialupNumber Enter the dalup number for cellular diaip connection, provided by local | *99***1#
ISP.
Authentication Type | Select fromx | dzii 2 ¢ @& & t las the local ISP required. Auto
Switch SIM By Data | Click the toggle button to enable/disable this option. After enabling, it i OFF
Allowance switch to another SIM whethe datalimit reached.
Note: Only usel for dual SIM backup.
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Link Settings (WWAN)

ltem Description Default
Data Allowance Set the monthly data traffic limitatiorThe system will record the data 0
traffic statistics when data traffic limitation (MiB) is specifiétie trafic
record will be displayed imterface > Link Manager > StatusAWWAN
Data Usage Statistic® means disable data traffic record.
Billing Day Secify the monthly billing day The data traffic statistics will be 1
recalculated from tht day.
PingDetection Settings
Enable Click the toggle button to enable/disable the pitgtectionmechanism, a | ON
keepalivepolicy of the router.
Primary Server Router will ping thiprimaryaddress/domain name to check that if the | 8.8.8.8
current connectivity is active.
Secondary Server Router will ping thisecondaryaddress/domain name to check that if the| 114.114.11
current connectivity is active. 4114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalWhen ping failed, the routewill ping again 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping trieSwitch to another link or take emergency action iff 3
the max continuous ping tries reached.
Advanced Settings
NAT Enable Click the toggldutton to enable/disable the Network Address Translati¢ ON
option.
Upload Bandwidth Set the upload bandwidthaed for QoSneasured irkbps 10000
Download Bandwidth | Set the download bandwidthsed for QoSneasured irkbps 10000
Overrided Primary Override primary DNS will override the automatically obtained DNS. | Null
DNS
Overrided Secondary | Override secondary DNS will override the automatically obtained DNS| Null
DNS
Debug Enable Click the toggle button to enable/disable this option. Enable for dgfng | ON
information output.
Verbose Debug Enabl| Click the toggle button to enable/disable this option. Enable for verbos{ OFF
debugging information output.
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=

AN

Router will obtain IP automatically from DHCP server if cho@BhtCR as connection type. The window is
displayed as below.

Link Manager

» General Settings

Index

Description

[

Type [WAN
[
[

| Connection Type

» General Settings

Index

[ ]
Type [waN
[ ]
[

Description

Connection Type

» Static Address Settings

IP Address

Gateway

[
[
Primary DNS [
[

Secondary DNS

» General Settings

Index

Type

Description

Connection Type

 PPPoE Settings

Username

Authentication Type

PPP Expert Options

[
Password |
[
[

J
J
Auto
]
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» Ping Detection Settings

Enable

Lov B

Primary Server | 8.8.8.8 |

Secondary Server |114.114.114.114 |

Interval |300 | ®
Retry Interval |5 | @
Timeout |3 | ®
Max Ping Tries | 3 | @

» Advanced Settings

Overrided Primary DNS

Overrided Secondary DNS

Verbose Debug Enable

NAT Enable

Lo I

[ 1500

MTU

Upload Bandwidth | 10000

Download Bandwidth

|
|
| 10000 |
|
|

Debug Enable

|
|

Lo~
o

@ rcbustel

Link Settings (WAN)

Item Description Default
General Settings
Index Indicate the ordinal of the list. -
Type Show hetype of the link WAN
Description Enter a description for this link. Null
Connection Type Select fromdDHCE, dStatic or dPPPo& DHCP
Static AddressSettings
IP Address Set the IP address withetmaskwhich can access the Internet. Null
IP address wititNetmask, e.g. 192.168.1.1/24
Gateway Set the gateway of the IP address in WAN port. Null
Primary DNS Set the primary DNS. Null
Secondary DNS Set thesecondary DNS. Null
PPPOE Settings
Username Enter the username provided by yoknternet Servicd’rovider Null
Password Enter the password provided by yolmternet Service Provider Null
Authentication Type |{ St SOG FTNR Yorat bAieé S at K& € 2 O f | Auto
PPP Expert Options | Enter the PPPxpert options used for PPPoE dialijpu can enter some | Null
other PPRiial stringdn this field. Each string can be separated by a
semicolon.
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Ping Detection Settings

Enable Click the toggle button tenablddisablethe ping detectionmechanism, a | ON
keepalivepolicy of the router.

Primary Server Router will ping thiprimaryaddress/domain name to check that if the | 8.8.8.8
current connectivity is active.

Secondary Server Router will ping thisecondaryaddress/domain name to check that if the| 114.114.11
current connectivity is active. 4114

Interval Set the ping interval 300

Retry Interval Set the ping retry intervalVhen ping failed, the router will ping again 5
every rdry interval.

Timeout Set the ping timeout. 3

Max Ping Tries Set the max ping trieSwitch to another link or take emergency action iff 3
the max continuous ping tries reached.

Advanced Settings

NAT Enable Click the toggle button to enable/disaltiee Network Address Translatio ON
option.

MTU Enter the Maximum Transmission Unit. 1500

Upload Bandwidth Enter the upload bandwidthaed for QoSneasured irkbps 10000

Download Bandwidth | Enter the download bandwidthaed for QoSmneasured irkbps 10000

Overrided Primary Override primary DNS will override the automatically obtained DNS. | Null

DNS

Overrided Secondary | Override secondary DNS will override the automatically obtained DNS| Null

DNS

Debug Enable Click the toggle button to enable/disabtieis option. Enable for debugging ON
information output.

Verbose Debug Enabl| Click the toggle button to enable/disable this option. Enable for verbos¢ OFF
debugging information output.
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WLAN

Router will obtain IP automatically from the WLAN AP if cinggHCER as the connection typelhe specific
parameter configuratiorof SSIDs shown as below.

Link Manager

» General Settings

Index

Description

[
Type [WLAN

[

[

| Connection Type

~ WLAN Settings

SSID [Robustel ]

Connect to Hidden SSID Cm

Password [nnnn ]

The window is displayed as below when choosBtiE as the connection type.

» General Settings

Index

Type

[
[

Description | J
[

| Connection Type

v WLAN Settings

» Static Address Settings

IP Address

Gateway

[
[
Primary DNS [
[

Secondary DNS

R2000 EniRouterdoes not support th&®PPoBNVLAN Connection Type.
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» Ping Detection Settings @

Primary Server | 8.8.8.8 |

Secondary Server |114.114.114.114 |

Interval |j3oo | @
Retry Interval |5 | @
Timeout |3 | ®
Max Ping Tries | 3 | @

» Advanced Settings
NAT Enable m:]

MTU {1500

Upload Bandwidth | 10000

Overrided Primary DNS

|
|
Download Bandwidth | 10000 |
|
Overrided Secondary DNS |

Debug Enable

|
|
Verbose Debug Enable Cm

Link Settings (WLAN)

Item Description Default
General Settings

Index Indicate the ordinal of the list. --

Type Show hetype of the link WLAN

Description Enter a description for this link. Null

Connection Type Select fromdDHCE or dStatic. DHCP
WLAN Settings

SSID Enter a 132 characters SSID which your router wantsdganect SSID router

(Service Set Identifier) is the name of your wireless network.

Connect to Hidden SSII Click the toggle button to enable/disable this optihenrouter works | OFF
as Client mode and nestb connect any access point which Hadden
SSID, you need &nable this option.

Password Enteran8-63 characters password of the access point which your rout{ Null
wants to connect.

Static Address Settings

IP Address Enter the IP addressith Netmaskwhich can access the Internet Null
e.g. 192.168.1.1/24
Gateway Enter the IP address of WiFi AP. Null
Primary DNS Set the primary DNS. Null
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keepalivepolicy of the router.

Secondary DNS Set the secondary DNS. | Null
Ping Detection Settings
Enable Click the toggle button tenablddisablethe ping detectionmechanism, a| ON

Primary Server

Router will ping thigprimaryaddress/domain name to check that if the
current connectivity is active.

8.8.8.8

DNS

Secondary Server Router will ping thisecondaryaddress/domain name to check that if thg 114.114.1
current connectivity is active. 14.114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalVhen ping failed, the router will ping again | 5
every rdry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping tries. Switch to another link or take emergency actio| 3
the max continuous ping tries reached.
Advance Settings
NAT Enable Click the toggle button to enable/disable thetwork Address Translatiof ON
option.
MTU Enter the Maximum Transmission Unit. 1500
Upload Bandwidth Enter the upload bandwidthsed for QoSneasured irkbps 10000
Download Bandwidth | Enter the download bandwidthaed for QoSnheasured irkbps 10000
Overrided Primary DNS | Override primary DNS will override the automatically obtained DNS. | Null
Overrided Secondary Override secondary DNS will override the automatically obtained DNS Null

Debug Enable

Click the toggle button to enable/disable tluption. Enable for debuggin
information output.

ON

Verbose Debug Enable

Click the toggle button to enable/disable this option. Enable for verbos
debugging information output.

OFF

Status

This page allows you to view the status of link connectioncear the monthly data usage statistics.

Status

Link
1 WWAN1
2 WWAN2

Index

Status

Connected

Uptime IP Address

0 days, 00:07:53 10.104.244.1..

Disconnected

Click the rightmost buttonnto select the connection status of the current link.
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Click the row of the link, and it will show the detaiformation of the current link connection under the row.

A Link Status ses
Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 00:07:53 10.104.244.1,.
Index 1

Link WWwWAMN1
Status Connected
Interface wwanl
Uptime 0 days, 00:07:53
IP Address 10.104.244.179/255.255.255.248
Gateway 10.104.244.177
DNS 210.21.4.130 221.5.88.88
RX Packets 22
TX Packets 26
RX Bytes 2124

TX Bytes 2690

2 WWAN2 Disconnected

»~ WWAN Data Usage Statistics
WWAN1 Monthly Stats

WWAN2 Monthly Stats

Click the [ELEg button to clear SIM1 or SIM2 monthiiata trafficusage statisticsDatastatisticswill be displayed

only if enable the Data Allowance functionlimerface > Link Manager > Link Settings > WWAN Settings > Data
Allowance

|
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3.7 Interface > LAN

This section #wsyouto set the related parameter®or LAN port. There are four LAN ports &0B0 EnfRouter,
including ETHLETH4. The ETHETH4 can freely choose from larln3, but at least one LAN port must be
assigned as lan0. The default settings of ETETIH4 & lan0 andtheir defaultIPare 192.168.0.1/255.255.255.0.

LAN

By default, there is a LAN port (lan0) in the Tstbegin adding a new LAN port (lanl), please configure one of
ETHZ ETH4 as lanl first Ethernet > Ports > Port Setting®therwise, the operation will be prompted éksist is

fullé.
LAN Multiple IP VLAN Trunk Status

» Network Settings
Index Interface IP Address Netmask +
1 lano 192.168.0.1 255.255.255.0 X

Note: LanO cannot be deleted.

You may clic[# to edit the configuration of the LAN port, or & Xto delete the current LAN port. Now, dt < to
addanew LAN port. The aximumcount is 4.

- General Settings

Index [2

IP Address | 192.168.0.1

Netmask | 255.255.255.0

Interface | lanl
ﬁ|
j|
ﬁ|

MTU [ 1500

General Settings @ LAN

Item Description Default

Index Indicate the ordinal of the list. --

Interface Lanl is available only if it was selected by one of EETH4 irEthernet > lan0

Ports > Port Settings

IPAddress | Setthe IPaddress of theLAN port 192.168.0.1

Netmask Setthe Netmask of th&t.AN port 255.255.255.0

MTU Enter the Maximum Transmission Unit. 1500
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The window is displayed as below when choosiBervet as the mode.

~ DHCP Settings

Enable m:]

Mode | Server
ﬁ|
ﬁ|
ﬁ|

IP Pool Start | 192.168.0.2

IP Pool End | 192.168.0.100

Subnet Mask | 255.255.255.0

» DHCP Advanced Settings

Primary DNS

Secondary DNS

|
|
|
WINS server | |
|
|
|

Lease Time 120 | @
Static lease | @
Expert Options | @

Debug Enable Cm

The window is displayed as below when choosiRglag as the mode.

»~ DHCP Settings

Mode | Relay

DHCP Server For Relay | |

~ DHCP Advanced Settings

Debug Enable Cm

LAN
Item Description Default
DHCP Settings
Enable Click the toggle button to enable/disable the DHCP function. ON
Mode Select fromiServe€ or oRelay. Server

Server: Lease IP address to DHCP clients Wwhighbeen
connecedto LAN port

Relay:Router can be DHCPRelay, which will provide a relay
tunnel to solvethe problem that DHCP Client and DHCP Serve
arenot in a same subnet

IP Pool Start Define the beginning of the pool of IP addresses whichoeilkased | 192.168.0.2
to DHCP clients.
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LAN

ltem Description Default

IP Pool End Define the end of the pool of IP addresses whichheileasel to 192.168.0.100
DHCP clients.

Subnet Mask Define thesubnetmaskof IP address obtained by DHCP clients fror 255.255.255.0
DHCP server.

DHCP Server for Relal Enterthe IP address of DHCP relay server. Null

DHCP Advanced Settings

Gateway Define the gtewayassigned by the DHCP server to the clients, whi Null
must be on the same network segment with DHCP address pool.

Primary DNS Define the primary DNS server assigned by the DHCP server to th] Null
clients.

Secondary DNS Define the secondary DNS server assigned by the DHCP server t¢ Null
clients.

WINS Server Define the Windows$nternet Naming Servicabtained by DHCP Null
clients from DHCP sever.

LeaseTime Setthe leasetime which the client can use the IP address obtained| 120
from DHCP servemeasured in seconds.

Static lease Bind a lease to correspond an IP address via a MAC address. Null
format: magip;mac,ip;..., e.g. FF:ED:CB:A0:98:01,192.168.0.200

Expert Options Enter some other options of DHCP server in this field. Null
format: configdesc;configdesc, e.g. loglhcp;quietdhcp

Debug Enable Click the toggle button to enable/disable this option. EnableXeiCP | OFF
information output.

Multiple IP

- Multiple IP Settings
Index Interface IP Address Netmask +
1 lano 172.16.99.44 255.255.0.0 X

You may clic<=to add a multiple IP to the LAN port, or k Xto delete the multiple IP of the LAN port. Now, klic
[#to edit the multiple IP ofhe LAN port.

- IP Settings

Index [1

IP Address | 172.16.99.44

Interface [IanO
ﬁ|
j|

Netmask |255.255.0.0
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IP Settings
ltem Description Default
Index Indicate the ordinal of the list. -
Interface Show the editing port. -
IP Address St the multiple IPaddress of the LAN part Null
Netmask Set the multiple Netmask of the LAN port. Null
VLAN Trunk
Index Enable Interface VID IP Address Netmask + |
Clik <4 to add a VLANThe maximuntountis 8.
Index [1 ]
Enable m:]
Interface |:Ian0
vip 100 |
IP Address | |
Netmask | |
VLANSettings
Item Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable this VLENable to make router can | ON
encapsulateand deencapsulate the VLAN tag
Interface Choose the interface which wants to enable VLAN trunk function. Select fron lanO
danC¥ danlé danZ or dan3 depends on your ETHETH4 corresponding LAI
port.
VID Set thetag ID of VLAN and digfi®m 1 to 4094 100
IP Address Set the IP addressf VLAN port. Null
Netmask Set the Netmaskf VLAN port. Null
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Status

Thissectionallows you to viewhe status of LAN connection.

LAN Multiple IP VLAN Trunk Status

- Interface Status

Index Interface IP Address MAC Address

1 lano 192.168.0.1/255.2... 34:FA:40:02:C0:9A
- Connected Devices

Index IP Address MAC Address Interface Inactive Time
1 172.16.2.15 D0:50:99:4D:F9:92 lano 555
2 172.16.1.23 D0:17:C2:8A:DB:F9 lan0 B4s
3 172.16.5.25 34:DE:1A:F5:36:9C lan0 162s
4 172.16.0.128 F8:32:E4:73:C3:2A lan0 8s
5 172.16.5.232 1C:1B:0D:6C:2F:91 lan0 490s
6 172.16.5.108 48:D2:24:53:63:F6 lano 3s
7 172,16.5.133 D0:50:99:8A: 1E:B7 lan0 22s
8 172.16.5.169 3C:97:0E:F4:82:79 lan0 8s
9 172.16.5.178 D0:50:99:A9:09: 1F lan0 124s
10 172.16.5.76 D0:50:99:4D:F9:35 lan0 Qs
11 172.16.5.200 00:E0:4C:03:0C:DD lano 1s
12 172,16.2.89 D0:50:99:51:C2:DE lan0 818s
13 172.16.0.171 2C:56:DC:79:3D:D8B lan0 14s

» DHCP Lease Table

Index IP Address MAC Address Interface Expired Time

Click the row of status, the details status information willdigplay under the row. Please refer to the screenshot
below.

» Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.1/255.2... 34:FA:40:02:C0:9A
Index 1

Interface lan0
IP Address 192.168.0.1/255.255.255.0
MAC Address  34:FA:40:02:C0:9A
RX Packets 32342
TX Packets 662
RX Bytes 2904609

TX Bytes 372319

|
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3.8 Interface >Ethernet

This section allows you to set the related parameterdirernet There ardive Ethernetports on R000 EntRouter,
includingWAN, ETH1, ETH2, ETH3 and ETh&IWANdN the router can only be configured as a WAN port, while
ETHZ* ETH4 can only be configured as LAN ports Ellité: ETH4 can freely choose from lari@n3, but at least one
LAN port must be assigned as lan0. The default settings of~EITHH4 aréan0 and their default IP are
192.168.0.1/255.255.255.0.

Ports

» Port Settings

I

Index Port  Port Assignment
1 ethd wan E
2 eth1 lano #
3 eth2 lano [
4 eth3 lano #
5 eth4 lano [#

Clik [# button of ethl to configure its parameters. The port assignment can be changed by selecting from the drop
down list.

- Port Settings

Index [2 ]
port [ethl
Port Assignment [IanO @

- Port Settings

Index [2 ]
port [ethl
Port Assignment [IanCl n @

lan0

|I_I

Port Settings
Item Description Default
Index Indicate theordinal of the list. --
Port Show the editing port, read only. --

Port Assignment Choose the Ethernet pa&type, as a WAN port or a LAN port. When setting the lan0
port as a LAN port imterface > LAN > LAN > Network Settings > General Setti
you can click the drogown list to select fronflanCe, danlé, danZ or dan.
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This column allows you to view the status of Ethernet port.

Status

» Port Status

Index Port Link
1 etho Down
2 ethl Down
3 eth2 Down
4 eth3 up
5 eth4 Cown

Click the row of status, the details status information will be display under the row. Pleaseoréierdcreenshot
below.

» Port Status

Index Port Link

1 eth0 Down

2 ethl Down

3 eth2 Down

4 eth3 up
Index 4
Port eth3
Link Up

5 eth4 Down

3.9 Interface > Cellular

This section allowgouto set therelated parameters o€ellularThe R2000 E& embedded dual module supporting
two SIM cards online simultaneouslyinsert single SIM card at the first time, SIM1 stat 8IM2slotsare available.

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number  Network Type Band Select Type

1 SIM1 Auto All [#
2 SIM2 Auto All #

Clik [# of SIM 1to edit the parameters.

Cellular

» General Settings

Index 1

SIM Card SIM1

Phone Number

Extra AT Cmd

E
) —

ONONO

[
[
[
PIN Code [
[
[

Telnet Port 0
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CKS 6AYR26 A& RAALI I eASHE adthe neonrkigns. 6 KSy OK22aAy3

» Cellular Network Settings

Network Type [Auto @

Band Select Type [AII @

» Advanced Settings

Debug Enable m:]
Verbose Debug Enable Cm

CKS 6AYR26 A& RAALI I eH&ifg 3l Dabiseotyps.K Sy OK22aAy3I d

A Cellular Network Settings

Network Type

-

Auto ®
Specify @

—

Band Select Type

- Band Settings

GSM 850

GSM 900

GSM 1800

GSM 1900

WCDMA 850

WCDMA 900

WCDMA 1900

WCDMA 2100

LTEBand 1

LTE Band 2

LTE Band 3

LTE Band 4

LTE Band 5

LTE Band 7

LTEBand 8

LTE Band 20

LEEPERREERETEE

A Advanced Settings

Debug Enable

Verbose Debug Enable

1y
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Cellular

ltem Description | Default

General Settings
Index Indicate the ordinal of the list. --
SIM Card Show the currently editing SIM card. SIM1
Phone Number | Enter the phone number of the SIM card. Null
PIN Code Enter a 48 characters PIN code used for unlockimg SIM. Null
Extra AT Cmd Enter theAT commands used for cellular initialization. Null
Telnet Port Specify thePort listeningof telnet service, used for AT over Telnet. 0

Cellular Network Settings

Network Type Selectfromi ! dzii 2 € = G HOA Ny 8% Zaodi Dhy £ @ € T ( Auto
CANBGE @

Auto: Connect to the begtignalnetwork automatically

2G Only: Only the 2G network is connected

2G First: Connect to the 2G Netwgmieferentially

3G Only: Only the 3G network is connected

3G First: Qanect to the 3G Networkreferentially

4G Only: Only the 4G network is connected

4G First: Connect to the 4G Netwanieferentially

Band Select Type| Select fromx | brid § LIS FduT@yehdose certain bandé choosing All
OSpecify.

AdvancedSettings

Debug Enable Click the toggle button to enable/disable this option. Enable for debugging | ON
information output.

Verbose Debug | Click the toggle button to enable/disable this option. Enable for verbose OFF
Enable debugging information output.

This section allows you to view the status of the cellular connection.

o A ey

Index Modem Status Modem Meodel IMSI Registration
1 Ready ME909s-120 460065049045542 Registered to home network
2 Modem not found
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Click the row of status, the details status information will be displayed under the row.

Registration

Network Provider

Firmware Version

Index Modem Status Modem Model IMSI Registration
1 Ready ME909s-120 460065049045542 Registered to home network

Index 1

Modem Status Ready

Modem Model ME909s-120

Current SIM SIM1
Phone Number
IMSI 460065049045542

ICCID 89860616090020638829

Registered to home network

CHN-UNICOM

Network Type LTE
Signal Strength 15 (-83dBm)
Bit Error Rate 99
PLMN ID 46001
Local Area Code 2507
Cell ID 06074702
IMEI 867377021011030

11.617.01.00.00

2 Modem not found
Status
Item Description
Index Indicate the ordinal of the list.
Modem Status Shaw the status of the radio module.
Modem Model Show themodelof the radio module.
Current SIM Show the SIM card that yowouter is using.

Phone Number Show the phone number of the current SIM.
Note: This option will be displayed if enter manuatyCellular> Advanced Cellular

Settings> SIM1/SIM2> GeneralSettings >Phone Number

IMSI Show the IMSI number of the current SIM.

ICCID Show the ICCID number of the current SIM.

Registration Show the current networktatus

Network Provider Show the name of Network Provider.

Network Type Show the current network service type, e.g. GPRS.

Signal Strength Show the signal strength detected by the mobile.

Bit Error Rate

Show the current bit error rate.

PLMN ID

Show the current PLMN ID.
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Status
ltem Description
LocalArea Code Show the current local area code used for identifying different area.
CelllD Show the current cell ID used flmcating the router.
IMEI Show the IME({International Mobile Equipment Identity)Jumber of the radio
module.
Firmware Version Shaw the current firmware version of the radio module.

This page allows you to check the AT Debug.

» At Debug

Command

Result

AT Debug
Item Description Default
Command Enter the AT command that you want to send to cellular module in this Null
text box.
Result Show the ATommand responded by cellular module in this text box. | Null
[ send | Click the button to send AT command. -

3.10 Interface > WiFi

This section allows you to configure the parameters of two WiFi modes. Router supports either WiFi AP mode or
Client mode and default as AP mode.

WiFi AP

Configure Router as WiFi AP
Clickinterface > WiFi > WiFselectdAR as the mode and cliaddSubmit.

WiFi Access Point Advanced ACL Status

» General Settings

Mode [AP ®@

Region | SE | @

Note: Please remember to clickave& Apply after finishthe configuration, so that the configuration can to@k
effect.
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Click theAccess Pointolumn to configure the parameters of WiFi AP. By default, the security mode is set as
oDisabled.

WiFi Access Point Advanced ACL Status

» General Settings

Wireless Mode [11bgn Mixed
Channel [Auto @
SSID [R2000 Ent ]

Broadcast SSID m:]

| Security Mode [Disabled @ |

The window is displayed as below when settigPAPersona as the security mode.

» General Settings

Wireless Mode [ 11bgn Mixed
Channel [Auto ®
sSID  |R2000 Ent J
Broadcast SSID m:]
Security Mode [ WPA-Personal ®@
WPA Version [Auto
Encryption  [Auto @
PSK Password [-------- ] @
Group Key Update Interval | 3600 ]

The window is displayed as below wheatting WWPAEnNterpris& as the security mode.

» General Settings

Enable m:]

Wireless Mode [11bgn Mixed
Channel [Auto @
SSID [R2000 Ent ]

Broadcast SSID m:]

Security Mode [WPA—Enterprise @ |
WPA Version [Auto
Encryption [Auto @
Radius Authentication Server Address [ ]
Radius Authentication Server Port [ 1812 ]
Radius Server Share Secret [ ]
Group Key Update Interval [3600 ]
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The window is displayed as below when setiMgER as the security mode.

» General Settings

Wireless Mode | 11bgn Mixed
Channel |Aut0 @

SSID |R2000 Ent |

Broadcast SSID m:]

Security Mode | WEP @

WEP Key | | ®@

General Settings @ Access Point

ltem Description Default

Enable Click the toggle button to enable/disable the WiFi access poin ON
option.

Wireless Mode Select fromédl1bgn Mixed, &l1b Onlg, &l1g Onlg or él1n 11bgn Mixed
Only.
- 11bgn MixedMix three agreementgor backward
compatibility

11b only: IEEE 802.71H 1Mbit/s~2.4GHz

11g only: IEEE 802.11&4Mbit/s~2.4GHz

11n only: IEEE 802.171r800Mbps-600Mbps

Channel Select the frequency channel, incinda ! dzii 2 ¢ = & B8£ | Auto
Auto: Pouter will scan all frequencchannelaintil the best
one is found

1~ 13 Router will be fixed to work with this channel
Following are thdrequencyof 1~ 13 channel:
1:2412 MHz

2:2417 MHz

3:2422 MHz

4. 2427 MHz

5:2432 MHz

6:2437 MHz
7:2442 MHz
8:2447 MHz
9:2452 MHz
10:2457 MHz
11:2462 MHz
12:2467 MHz
13:2472 MHz
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General Settings @ Access Point

ltem Description Default

SSID Enter the Service Set Identifier, the name of your wireless router
network. The SSID of a client and the SSID of the AP must be
identical for the client and AP to be able to communicate with
each other Enterl to 32 characters.

Broadcast SSID Click the toggle button to enable/disable the SSID being ON
broadcast. When enabled, the client can scan your SSID. Wh
disabled, the clientannotscan your SSID. If you want to conne
to the router AP, you need tmanuallyenter the SSID of router
AP at WFi client side.

Security Mode Select fromiDisabled, WP APersona, AWPAEnNterpris& or Disabled
OWER.
Disabled: User can access the WiFi without password
Note: It is strongly recommended for security purposes th
you do not choose this kind of mode.
WPAPersonal WiFi Protected Accessily provides one
password used foidentity Authentication
WPAEnNterprise: Provides an authentication interface for
EAP which can be authenticated via Radiuthentication
Serveror other Extended Authentication
WEP: Wired EquivaleRrivacyprovides encryption for
wireless devic@ data transmission

WPA Version Select fromdAutog, WP A or AWPAZ. Auto
Auto: Router will choose automatically the most suitable
WPA version
WPAZ2 is a stronger security featureathWPA

Encryption Select fromdAutog, ATKIR or GAES. Auto
Auto: Router will choose automatically the most suitable
encryption

TKIP: Temporal Key Integrity Protocol (TKIP) encryptian
awirelessconnection TKIP encryption can be usked
WPAPSK and WPA 802.1x authentication

Note: It's not recommended to use TKIP encryption in
802.11n mode

AES: AEShcryption use awirelessconnection AESan be
usedfor CCMRNVPAPSK and WPA 802.1x authentication
AES is a stronger encryption algomitithan TKIP
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General Settings @ Access Point

ltem Description Default
PSK Password Enter the Pre share key passwovdhenrouter works as AP Null
mode, enter Master key to generate keys for encryptio®® 3K
Passwords used as a basis for encryptioetinods (or cipher
types) in a WLAN connection. TR8K Passwshould be
complicated and as long as possible. For security reasons, th
PSK Passwosthould only be disclosed to users who need it, a
it should be changed regularlignter8 to 63 characters.
Radius Authentication Serve Enter theaddress of radius authentication server. Null
Address
Radius Authentication Serve Enter the port of radius authentication server. 1812
Port
Radius Server Share Secref Enter the shared secret of radius authentication server. Null
Group Key Update Interval | Enterthe time period of group key renewal. 3600
WEP Key Enter the WEP key. The key length should be 10 or 26 Null
hexadecimal digits depending on which WEP key is used, 64
or 128 digits.
WiFi Access Point Advanced ACL
Max Associated Stations | &4 |
Beacon Interval | 100 | @
DTIM Period |2 | ®
RTS Threshold 2347 | ®
Fragmentation Threshold | 2346 | @
Transmit Rate [Auto
11N Transmit Rate |:Auto
Transmit Power [Max
Channel Width |:Auto @
Enable WMM m:]
Enable Short GI m:] @
Enable AP Isolation Cm @
Debug Level |:none
Advanced Settings
Item Description Default
Max Associatetations | Set the max number of clients allowed to access the rcitaP. 64
Beacon Interval Set the interval of time in which the router AP broadcasts a beac({ 100
which is used for wireless netwogkithentication
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Advanced Settings

option. Short Gl is blank time betweemwo symbos, providinga
long buffer timefor signaldelay.Using the Short Gl wouldcrease
11% in data rates, but also result in higher packebrerates.

ltem Description Default

DTIM Period Set the delivery traffic indication messageriodand the router AP | 2
will multicast the data according to this period.

RTS Threshold Set thedrequest to send threshold. When the threshold set as 2347
2347, the router AP will not send detection signal befeeading
data. And when the threshold set as 0, the router AP will send
detection signal before sending data.

Fragmentation Threshold Set the fragmentation threshold of a WiFi AP. leisommendedhat | 2346
you use thedefaultvalue2346

TransmitRate Specify the transmit rate or let it default tB\utoe. Auto

11N Transmit Rate Specify the transmit rate under the IEEE 802.11n mode or let is | Auto
default to GAutce.

Transmit Power Select fromdMaxé, dHighe, cMediung or 6Lowe. Max

Channel Width Select frondAutog, 2OMHZ or 4OMHZ. Auto
Note: 40 MHz channel width providdggher available data rate,
twice as many as 20 MHz channel width.

Enable WMM Click the toggle button to enable/disable the WMM option. ON

Enable Short Gl Click the toggle button to enable/disable the Short Guard Interva| ON

Enable AP Isolation

Click the toggle button to enable/disable the AP isolation option.
When enabled, the router will isolate all connected wireless deviq
The wireless device cannot access the router directly via WLAN.

OFF

Debug Level

Sekct fromdverboseé, ddebucg, dinfog, dnoticeg, awarning or

GNONEL.

none

WiFi Access Point Advanced

» General Settings

ACL

Enable ACL Cm

ACL Mode [Accept

Bo

» Access Control List

Index Description

MAC Address

+

Clicl<=to add a MAC address to the Access Control Thet.maximumcount for MAC address is 64.

» Access Control List

Index [1 ]

Description | |

MAC Address | |
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ACL
ltem | Description ‘ Default
General Settings
Enable ACL Clickthe toggle button toenablédisable this option OFF
ACLMode { St SOlcceptlR 5 Sy e ¢ d Accept
Accepty hyfe GKS LI O1Sia FAGOGUAY

[Aat¢e OFy oS Fftft2gSR
58yey !ff GKS LI O1SGa FAGAGAY
[Aab¢e oAttt 0SS RSYASR
Note: Router can only allow or deny devices which are included in
G! 00Saa /2yaNet [Aalde G 2yS i

Access Control List

Index Indicate the ordinal of the list. --
Description Enter a description for this access control list. Null
MAC Address Add a MAC address here. Null

This section allows you to view the status of AP.

WiFi Access Point Advanced ACL Status -
~ AP Status

Status COMPLETED
Channel 9
Channel Width 20 MHz

MAC Address 34:FA:40:01:CA:5E

» Associated Stations
Index MAC Address IP Address Name Connected Time Signal

WiFiClient

Configure Router as WiFi client
Clickinterface > WiFi > WiFselectdClien€ as the mode and cliadSubmit > Save & Apjgly

we

» General Settings

Mode [Client @
Region [SE ]@
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And then adWLAN column will appear under the Interface list.

Status ~ General Settings

®

Interface

Link Manager

LAN
Ethemet
Cellular
WiFi
WLAN

Clickinterface > Link Manager > Link Settingsd click the edit button of WLAN, then configure its related
parameters.

SSID [ Robustel ]
Connect to Hidden SSID Cm
Password [nnnn ]

Clickinterface > WLANo configure the parameters of WiFi Client after setting the mode as Chérrise remember

to clickSave& Apply> Reboot after finish the configuration, so that the configuration cantbek effect
Status

» WLAN Status

Status Connected
Uptime 0 days, 00:00:29
IP Address 192,168.1.146/255.255.255.0
Gateway 192.168.1.253
DNS 172.16.0.1 202.96.209.6

MAC Address 34:fa:40:09:20:50

» Link Status

Signal -81 dBm

Noise -95 dBm

Width 40 MHz
TX Bitrate 1.0 MBit/s

TX 2234 bytes (14 packets)

RX 42537 bytes (382 packets)
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WPA State COMPLETED
Frequency 2412
BSSID 3c:46:d8:23:5d:5a
SSID Robustel
Mode station
Key Management WPA2-PSK

Pairwise Cipher CCMP

Group Cipher CCMP

This window allows you to scan for all available SSIDs in your area and connect to one of those showBaanthe
Results list.

» Scan Results

Index SSID MAC Address Frequency Signal

» Scan Results

Index SSID MAC Address Frequency Signal
1 Chen FE:2B:2A:84:79:8F 2462 61 dBm
2 appapp 68:A0:F6:E4:DF: 1B 2427 65 dEm

3.11 Interface > USB

This section allows you to set thiSBparameters.The USB interface of the router can be used for firmrengsgrade
and configuration upgrade.

Enable Automatic Firmware Updating m:]

» General Settings

General Settings @SB

Item Description Default
Enable USB Click he toggle button tcenabléddisablethe USBoption. ON
Enable Automatic Click the toggle button to enable/disable this optionaBle to update ON

Firmware Updating automatically therouter@firmware when inselihga USB storage devisgith
arouterQda FTANX S NB o
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Routerhas the key for USB automatic update. User can generate the key in this page.

USB Automatic Update Key
USB Automatic Update Key

Key
Item Description Default
USB Automatit/pdate | Clik [Eairiag to generate a keyand tick Pl gto download the key. | -
Key

3.12 Interface> SerialPort (Optional)

This section allows you to set the sepalt parameters R2000 EnfRouter supports one voice input or one-B® or
one R$A85 which is limited by the hardware on whicRiinstalled. They shared across an RJ11 port. If your router
has a serial port, this page is configurable.

Serial Port

~ Serial Port Settings

Index Port Enable Baud Rate Application Mode
1 COM1 false 115200 Transparent [

Click the edit button of COM1.

Serial Port

» Serial Port Application Settings

Index [1 ]
port [com1
Enable Cm
Baud Rate 115200

Data Bits

[
[
Stop Bits 1
[
[

Parity

Flow Control

- Data Packing

Packing Timeout [50 ]@

S

Packing Length [1200
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of data that is allowed to accumulate in the serial port buffer before sending.
When a packet length between 1 aB800bytes is specified, data in the buffer

will be sent as soon it reaches the specified length.

Serial Port
ltem Description | Default
Serial Port Application Settings
Index Indicate the ordinal of the list. --
Port Show the current seri@ name, read only. COM1
Enable Click the toggle button to enable/disable this serial port. When the status is ( OFF
the serial port isiot available
BaudRate { St SOG FTNBY donnés Gecnnés amuHnnéx |115200
apTcnné€ DradmmmHImE &
DataBits { St SO0 oFGNREYD G T € 8
StopBits { St SOG oFNREYD & mé 1
Parity {StSOUG FTNRYorGOPDEFED GdhRRE None
Flow control {SEtSOG FTNRY dabraySARGANBEDSI NB¢ None
Data Packing
Packing Timeout | Set the packing timeout he serial port will queue the data in the bufferand | 50
send the data to the Cellular WAN/Ethernet WAN when it reaches the Interv
Timeout in the field.
Note: Data will also be sent as specified by the packet length even when dat
not reaching the interal timeout in the field.
Packing Length | Set the packet lengtiThe Packet length setting refers to the maximum amour 1200

CKS 6AYR26 Ad RAA&LI | eBaRsparent ol SpplicatiGa Mdly andTRP Gicsmsfite &

protocol.

»~ Server Setting

Application Mode |Tr'ar15par'er1t

Protocol |TCP Client

Server Address |

< < |

Server Port |

The window is displayed as belgnk Sy O K Rahsparegd  |Gdaapplic&ti®r mode andTCP Servéms

the protocol

»~ Server Setting

Application Mode |Tr'ar15par'er1t

Protocol |:TCP Server
'|
'|

Local IP |

Local Port |

CKS 6AYR26 A& RAELI I &BaRspdrent ol SHpplicatiés m@lyandURR &8ha v I @

protocol.
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Application Mode [Transparent

Protocol [UDP

Local IP [

Local Port

Server Port

< ) < |

[
Server Address [
[

¢tKS G6AYR26 Aa RAA&LX I @RaRsmientt o SHppivatics Mdlg andREb2Ridkks 3
the protocol

» Server Setting

Application Mode [Transparent

Protocol [Robustlink

¢tKS G6AYR26 A& RAA&LX I eMoRbudRIU Gakewsy o1 ZpiliBHion Mede shdTCH 3
Client as the protocal

» Server Setting

Application Mode  [Modbus RTU Gatewa
Protocol  [TCP Client

Server Address | ]
Server Port | ]

¢tKS G6AYR26 Aa RAA&LX I &NoRbud RTGatedvay2 ol Zpiklision Mede shdTCH 3
Servek as the protocal

» Server Setting

Application Mode [Modbus RTU Gatewa
Protocol [TCP Server

Local IP [ ]

Local Port [ ]

¢tKS G6AYR26 Ad& RAA&LX I 2MoRbud RIU Gakewsd ol Sapiilis#ién MeEde ehdUDKE 3
as the protocal

A~ Server Setting

Application Mode [Modbus RTU Gatewa

Protocol  {UDP
]
J
J
J

Local IP [

Local Port

[
Server Address [
[

Server Port
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¢tKS GAYR26 Aa RAA&LX | &\oRbudRIU Gafewdy o ZpiiBaién dédeé and A y 3 &
O0Robustlink as the protocal

A Server Setting

Application Mode |Modbus RTU Gatewa

Protocol | Robustlink

Server Settings

Item Description Default
Application Mode Select fromdTransparent or dModbus RTU Gateway Transparent
Transparent: Router will transmit the serial data
transparently

ModbusRTU GatewayRouter wiltrandate the Modbus RTU
data toModbusTCRJataandsent out, and ice versa
Protocol Select fromdTCP Cliedt 6TCP ServerdUDR or éRobustlink. TCP Client
TCP Client: Router works as TCP client, initiate TCP
connection to TCP serve3erver address supports both IP
and domain name

TCP Server: Router works as TCP server, listening for
connection request from TCP client

UDP: Router works as UDP client

Robustlink: Router will automatically upload the serial dat
to Robustlink platform uner the Robustlink protocol.
Robustlink is a management platform from Robusiéiis
function only available when Router is connetcts

Robustlink
Server Address Enter the address of server which will receive the data sent frq¢ Null
router@serialport. IP address or domain hame will @eailable
Server Port Enter the specified port of server which is used for receiving th Null
serial data.
Local IP @ &nsparent Enter routeQ BAN IRvhichwill forward to the internet port of | Null
router.
Local Port @ @nsparent | Enter the port of route® 2AN IP. Null
Local IP @ Modbus Enter the local IP of under Modbus mode. Null
Local Port @ Modbus Enter the local port of under Modbus mode. Null

Click thedStatug column to view the current serial port type.

Sern o e

- Serial Port Status list

Index Type X RX Connection Status
1 RS485 oB 0B
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3.13 Network > Route

This section allows you to set the static roustatic roue is a form ofroutingthat occurs when a router uses a
manuallyconfigured routing entry, rather than information from a dynamic routing trafficute Information
Protocol(RIP) is widely used in small network with stable use @pen Shortest Path Fir€dSPF) is made router
within a single autonomous system ansid in large network.

Static Route

» Static Route Table

Index Description Destination Netmask Gateway Interface +

Clik < to add static routs. The maximum count is 20.

Static Route

» Static Route

Index [ 1 ]
Description | |
Destination | |
Netmask | |
Gateway | |
Interface | wwanl v
Static Route
Item Description Default
Index Indicate the ordinal of the list. --
Description Enter a description for this static route. Null
Destination Enterthe IP address of destination host or destination network. Null
Netmask Enter the Netmask of destination host or destination network. Null
Gateway Definethe gateway of the destination. Null
Interface Choose the corresponding port of the link that yweant to configure. wwanl

Status

This window allows you to view the status of route.

A Route Table

Index Destination Netmask Gateway Interface Metric
1 172.16.0.0 255.255.0.0 0.0.0.0 lan0 4]
2 192.168.0.0 255.255.255.0 0.0.0.0 lan0 a
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3.14 Network > Firewall

This section allows you to set tfieewall andits related parametersincludingFiltering, Port Mappingand DMZ.

Filtering

The filtering rules cabe used to either accept or block certain users or ports from accessing your router.

Filtering Port Mapping DMZ

» General Settings

Enable Filtering

a

Default Filtering Policy |:Accept @

» Access Control Settings

Enable Remote SSH Access

Enable Local SSH Access
Enable Remote Telnet Access
Enable Local Telnet Access
Enable Remote HTTP Access
Enable Local HTTP Access
Enable Remote HTTPS Access

Enable Remote Ping Respond

atatatal*lal"lal

Enable DOS Defending

 Filtering Rules

Index Source Address Source Port Source MAC Target Address Target Port Protocol +
Filtering
Item ‘ Description ‘ Default
General Settings
Enable Filtering Click the toggle button to enable/disable the filtering option. ON
Default Filtering Policy { St SO0 FTNRBR&KS5NRIOOSLIIEYyyYy2i 06S OK Accept

rules table is not empty.
Accept: Router will accept all the connecting requests except {
hosts which fit thedrop filter list
Drop: Router wiltrop all the connectig requestsexcept the
hostswhich fit theaccepffilter list

Access Control Settings

Enable Remote SSH Accesy Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access the router remotely via SSH.

Enable Local SSH Access | Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the router locally via SSH.
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Filtering

ltem Description Default

Enable Remotdelnet Accesq Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access theuter remotely via Telnet.

Enable Local Telnet Access| Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the router locally via Telnet.

Enable Remote HTTP Acce] Click the toggle button to enable/disaltieis option. When enabled, | OFF
the Internet user can access the router remotely via HTTP.

Enable Local HTTP Access| Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the router locally via HTTP.

Enable RemotélTTPS Acceg Click the toggle button to enable/disable this option. When enableq ON
the Internet user can access the router remotely via HTTPS.

Enable Remote Ping Respo| Click the toggle button to enable/disable this option. When enableq ON
the router wil reply to the Ping requests from other hosts on the
Internet.

Enable DOS Defending Click the toggle button to enable/disable this option. When enableq ON
the router will defend the DO®0s attack is an attempt to make a
machine or network resource unavailable to its intended users.

Clikk 4 to addafiltering rule. The maximunmcount is 20The window is displayed as below whagfaultingdAll or
OK 2 2 4OWET | &rotiickl SHere take@Allé as an example.

Filtering

- Filtering Rules

Index (1 |
Description | |

Source Address | | ®

Source MAC | | ®

Target Address | | ®
Protocol | All
Action [Drop
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tKS G6AYR26 Aa RAA&LX | 8TKR GUDE orGTERUPE B Bpdtickl Hérd RIEROR 3s ad
example.

 Filtering Rules

Index [ ]
Description [ l
Source Address [ l @
Source Port [ l @
Source MAC [ ] @
Target Address l l @
Target Port [ l @
Protocol [TCP n
Action [Drop B
Filtering Rules
ltem Description Default
Index Indicate the ordinal of the list. -
Description Enter a description for this filtering rule. Null
Source Address| Specify an access originator and enter its source address. Null
Source Port Specify an access originator and enter its source port. Null
Source MAC Specify an accessiginator and enter its source MAC address. Null
Target Address | Enter the target address which the access originator wants to access. Null
Target Port Enter the target port which the access originator wants to access. Null
Protocol { St SO0 BNRY ¢! faf IS T tBatlé/dat & All
Note: It is recommended that you choogallé i & 2 dz R 2 yich protopof o
your application to use.
Action Select fromdAcS LJar éDropé. Drop
Accept: WherDefault Filtering Policy is dromuter willdrop allthe
connectng requestexcept the hostsvhichfit this acceptffiltering list
Drop: WhenDefault Filtering Policy is accepbuter will accept all the
connecting requests except the hosts which fistiirop filtering list

Port Mapping

- Port Mapping Rules

Index Description Internet Port Local IP Local Port Protocol +
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Clik 4= to add port mapping rulesthe maximunrule count is 40.

- Port Mapping Rules

Index (1 ]
Description | |
Remote IP | | ®@
Internet Port | | ®
Local IP | |
Local Port | | @
Protocol (Tcp-UDP
Port MappingRules
ltem Description Default
Index Indicate the ordinal of the list. --
Description Enter a description for this port mapping. Null
Remote IP Specify the host or network whigtan access the local IP addreBapty Null
means unlimitegde.g. 10.10.10.10/255.255.255.255 or 192.168.1.0/24
Internet Port Enter he internet portof router whichcan be accessed by other hosts | Null
from internet.
LocallP Enter routeQ BAN IRvhichwill forward to the internet port of router. Null
Local Port Enter the port of route® I3AN IP. Null
Protocol SelectF N2 Y & ¢/ oré E 4 t6|tds yoéir application required. TCPUDP

DMZ

Enable DMZ Cm
Host IP Address [ ]
Source IP Address [ ] @
DMZSettings

Item Description Default
EnableDMZ Clickthe toggle buttonto enablddisableDMZ DMZ host is a host on the OFF

internal network that has all ports exposed, except those ports otherwise

forwarded.
Host IPAddress Enter the IP address of the DMZ hostymur internal network. Null
Source IP Addss | Set the address which can talk to the DMZ h0€).0.0means for any Null

addresses.
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3.15 Network > IP Passthrough

ClickNetwork >IP Passthrough > IP Passthroughenable or disable the IP Passough option.

» General Settings

If router enables the IP Patwrough, the terminal device (such as PC) will enable the DHCP Client mode and connec
to LAN port of the router; and after the router dial up successfully, the P@uwdimaticallyobtain the IP address and
DNS server addresvhich assigned by ISP.

3.16 VPN > |Bec

This section allows you to set thes¢®e and the related parameterbiternet Protocol Security (IPsec) ipratocol
suitefor securelnternet ProtocokIP) communications that works layithenticatingand encryptingeachlP packebdf
a communication session.

General

General Tunnel Status x509

» General Settings

Enable NAT Traversal m:]

Keepalive [60 ]@
Debug Enable Cm

GeneralSettings @ General
Item Description Default
EnableNAT Traversal | Click the toggle button to enable/disable the NAT Traversal funcTibis. | ON
option must be enabled when router under NAT environment.

Keegpalive Set the keepalive time, measured in seconds. The router will send pac 60
to NAT server every keepalive time to avoid record remove from the N
list.

Debug Enable Click the toggle button to enable/disable this option. EnabldPsec/PN | OFF

information output to the debug port

Tunnel

» Tunnel Settings

Index Enable Description Gateway Local Subnet Remote Subnet +
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Clik <= to add tunnel settingsThe maximumcount is 3.

» General Settings

Index [1 ]

Description | |

Gateway | | @

Mode [Tunnel

Protocol [ESP
Local Subnet | | @
Remote Subnet | | ®

General Settings @unnel

ltem Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable this IPagmel. ON
Description Enter a description for this IPsec tunnel. Null
Gateway Enter the address of remotedt VPN servef.0.0.0 represents for any address.| Null

Mode { St SOG FTNRBY dac¢cdzyySté |yR a¢NFyaLR2 NI Tunnel
- Tunnel: Commonly used between gatewaysaban endstation to a gateway,

the gateway acting as a proxy for the hosts behind it

Transport: Used between erstations or between an endtation and a

gateway, if the gateway is being treated as a Hostexample, an encrypted

Telnet session from a wikstation to a router, in which the router is the actug

destination

Protocol { St SOG GKS aSOdaNAGe LINRPG202t& FNRY |ESP
ESP: Use the ESP protocol
AH: Use the AH protocol

Local Subnet Enterthe local subne® address with mask protected by IPseg. 192.168.1.0/24 | Null

Remote Subnet | Enterthe remote subne® address with mask protected by IPseq. 10.8.0.0/24 | Null

RT_UG_R200nt v.1.06 17 Sep, 2019 73/134
Confidential



Robustel ROO0EntUser Guide @ r@bUStel
|

The window is displayed as below when choosP§K as the authentication type.

» IKE Settings

Negotiation Mode

Authentication Algorithm

Encryption Algorithm

IKE DH Group |DHgroup2

PSK Secret

Local ID Type Default

Remote ID Type Default

S —

[
[
[
[
Authentication Type [PSK
[
[
[
[

®@

IKE Lifetime

The window is displayed as below when choodi@gE as the authentication type.

» IKE Settings

Negotiation Mode [Main
Authentication Algorithm [MDS
Encryption Algorithm [BDES
IKE DH Group [Dngoupz
Authentication Type [CA
Private Key Password [ ]
IKE Lifetime [86400 ] ®@

The window is displayed as below when choosi@uth PSKas the authentication type.

» IKE Settings

Negotiation Mode [Main
Authentication Algorithm [MDS
Encryption Algorithm [3DES
IKE DH Group [Dngoup2
Authentication Type [xAuth PSK
PSK Secret [ ]
Local ID Type [Default
Remote ID Type [Default
Username [ ] @
Password [ ] @
IKE Lifetime [86400 ] ®@
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CKS G6AYR26 A& RAALI F &@Whasa | &S (KD 4 AWK SHHIAE NP va G 8L

» IKE Settings

Negotiation Mode |:Mair1

Authentication Algorithm |lM|:35

Encryption Algorithm |3DES

IKE DH Group | DHgroup2

Authentication Type |:XALIth CA

Private Key Password |

gooaa

Username | | @
Password | | C‘-_‘)
IKE Lifetime | 86400 | @
IKE Settings
ltem Description Default

Negotiation Mode |[{ St SOG FTNRBY dalAyé FyR a! 33INB&aA(Man
If the IP address of one end of arsdP tunnel is obtained dynamically, the Ik
negotiation mode must be aggressive.this case, SAs can be established i
long as the username and password are correct.

Authentication { St SO0 7T,ME Y !|BIHAR p5Sor 6SHA2 512to be used in IKE MD5
Algorithm negotiation.
Encrypt Algorithm [{ St SO0 FNRBY do059{¢3 a! 9{mHyé¢ I yR|3DES
3DESUse 16&bit 3DES encryption algorithm in CBC mode
AES128: UsE28-bit AESencryptionalgorithm in CBC mode
AES256: Usgh6-bit AESencryptionalgorithm in CBC mode

IKE DHBroup { St S O DHgFANE YDHiroups, (DHgroup14, dOHgroup15, DHgroup?2
0DHgroup16, cdDHgroupl1# or dDHgroupl1@ to be used in key negotiation
phase 1.

AuthenticationType |[{ St SOG FNRBY at{YéX &/ ! €T &E! dziiK {PSK
negotiation.

PSK: Prshared Key

CA:x509 rtificate Authority

xAuth: Extended Authentication to AAA server

PSK Secret Enter the preshared key. Null

Local ID Type { St SODefaINEY acCv5bé YR d&! &SNJ Cv 5 b| Default
- Default Use an IP address as the ID in IKE negotiation

FQDN: Use an FQDN type as the ID in IKE negotiation. If this option

selected, type a name without any at sign (@) for the local security

gateway, e.g., test.robustel.com.

User FQDN: Use a user FQDN type as the ID in IKE negotiation. If th

2LI0A2y AA aSESOGSRT GaLIs I yI Y!

security gateway, e.g., test@robustel.com.
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IKE Settings

Item

Description

Default

RemotelD Type

{ St SODefaUMEY aCv5bé YR d! aSNJ Cv5hb
- Default Use an IP address as the ID in IKE negotiation
FQDN: Use an FQDN type as the ID in IKE negotiation. If this option
selected, type a name without any at sign (@) for the local security
gateway, e.g test.robustel.com.
User FQDN: Use a user FQDN type as the ID in IKE negotiation. If th
2LIiA2y Aa aSt SOGSK GeLlsS  yI Y|
security gateway, e.g., test@robustel.com.

Default

IKELifetime

Set the lifetime in IKRegotiation. Before an SA expires, IKE negotiates a |
SA. As soon as the new SA is set up, it takes effect immediately and the
one will be cleared automatically when it expires.

86400

PrivateKey Password

Enter the private keynder thedCA and éxAuth CA authentication types.

Null

Username

Enter the usename used fothe @ E ! dzii K t { Y ¢ dutfidRticatidn!
types.

Null

Password

Enter the mssword used fothe & E ! dzii K dutyieRticatidn !

types.

t{Yé

Null

If clickVPN > IPsecPunnel > General Settingand choos€&SRas protocol. The specific parameter configuration is

shown as below.

A General Settings

[z )
on B

Description |

Index

Enable

@

Gateway [

Mode lTunnel

Protocol | ESP

Local Subnet |

® Q

<] <

Remote Subnet [

v IKE Settings

A SA Settings

Encryption Algorithm [3DES
Authentication Algorithm [MDS
PFS Group |DHgroup2
SA Lifetime | 28800 | ®
DPD Interval |60 | ®
DPD Failures | 180 | ®
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If chooseAHas protocol, the window of SA Settings is displayed as below.

» General Settings

Index [1 ]

Lo B

Description | |

Enable

Gateway | | @

Mode [Tunnel

protocol [ AH
Local Subnet | | @
Remote Subnet | | @

v IKE Settings

» SA Settings

Authentication Algorithm  [MD5
PFS Group  |DHgroup2

SA Lifetime | 28800 | ®

DPD Interval |60 | ®

DPD Failures | 180 | ®

» Advanced Settings

Enable Compression Cm

@ rcbustel

Expert Options | | @
SA Settings
Item Description Default
Encrypt Algorithm | { St SOG FTNRBY ¢oods 99{{ koK &1 98 2moz yaS £ S O li| 3DES
Gt NP {Righé seéurity means more complex implementation and lowg
speed. DES is enough to meet general requirements. Use 3DES when hi
confidentiality and security are required.
Authentication { St SO0 T,MRE Y !BHAR p5Sor 6SHA2 512to be used irSA MD5
Algorithm negotiation.
PFS Group { St S O DHgFaNE YDHiyroups, (DHgroup14, dOHgroup15, DHgroup
oDHgroup16, cdDHgroupl1# or dDHgroupl1@ to be used irSAnegotiation. 2
SA Lifetime Set the IBec SA lifetime. When negotiating set ugd® SAs, IKE uses the | 28800
smaller one between the lifetime set locally and the lifetime proposed by t
peer.
DPDinterval Set the interval after which DPD is triggered if neetPprotected packets is | 60
received from the peer. DPBDead peer detection. DPD irregularly detectg
dead IKE peers. When the local end sends satipacket, DPD checks the
time the last IBec packet was received from the peer. If the time exceeds
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SA Settings

ltem Description Default

DPDinterval, it sends a DPD hello to the peer. If the local end receives no
acknowledgment within the DPD packet retransmission interval, it retrans
the DPD hello. If the local end still receives no DPD acknowledgment afte
having made the maximum nuwer of retransmission attempts, it considers
the peer already dead, and clears the IKE SA and ske BAs based on the
IKE SA.

DPDrailures Set the timeout of DP[Dead Peer Detectigmpackets. 180

AdvancedSettings

Enable Compression Click thetoggle button to enable/disable this option. Enablecmmpress the | OFF
inner headers of IP packets.

Expert Options Add more PPP configuration options hefi@mat: configdesc;configdesc, Null
e.g. protostack=netkey;plutodebug=none

Satus

This sectiorallows you to view the status of the IPsec tunnel.

General Tunnel Status

» IPSec Tunnel Status

Index Description Status Uptime

x509

User can upload the X509 certificates for the IPsec tunnel in this section.

Ganea = Staos oo I

A X509 Settings

Tunnel Name [Tunnel 1
Certificate Files [ Choose File | No file chosen ]ﬁ
A Certificate Files
Index File Name File Size Modification Time
x509
Item Description Default
X509 Settings

TunnelName Choose a valitunnel. Tunnel 1
CertificateFiles Clickon ¢Choose File Idcatethe certificatefile from your computer, and | Null

then import this file into your router.

The correct file format is displayed as follows:
@ca.crt

@remote.crt

@local.crt

@private.key

@crl.pem
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x509
ltem Description | Default
Certificate Files
Index Indicate theordinal of the list. -
Filename Show the imported S NIi s fam@ | G S Q Null
File Size Show the size of theertificate file Null
Last Modification | Show thetimestampof that the last time to modify the certificate file. Null

3.17 VPN>OpenVPN

Thissection allows you to set the OpenVPN and the related paramdbgrsnVVPNs an opersource software
application that implementsirtual private network VPN techniques for creating secure poitat-point or
site-to-site connections in routed or bridged configurations and remote access faciRtieger supports
point-to-point and pointto-points connections.

OpenVPN

OpenVPN

» Tunnel Settings

Index Enable Description Mode Protocol Server Address Interface Type +

Clik 4 to add tunnel settingsThe maximuncountis3¢ KS gAYy R2 % A& RAALX | eNbRE | A& O
the authentication typeBy default, the mode i&Client.
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Index [1

Description

—

[
Mode [Cli ent
Protocol [

Server Address [

Server Port [ 1194

Interface Type [TU N

Authentication Type [ None

Renegotiation Interval [86400

Keepalive Interval [20

3 o oo
U ea UL L]

ONONONO

Keepalive Timeout [ 120

Enable Compression

Enable NAT

< |
@

Verbose Level [0

A~

¢tKS 6AYR26 A& RAALILFITESR Fa 0St2¢ o6KSy OK22aAy3d 4t Ht

A General Settings

Index [1

Enable m

—

Description

Mode

Protocol

Server Address

Server Port

H
=
'o]

-

< | < < | <
— , G f| SIS —

[
[
[
[
[
Interface Type [TUN
{
[
[
[
[

Authentication Type None @
Local IP 10.8.0.1
Remote IP 10.8.0.2
Keepalive Interval 20 ] @
Keepalive Timeout |120 ] @

Enable Compression

Enable NAT
Verbose Level [0 @

The window is displayed as below when choosiigneg | & G KS | dzi KSYyGdAOFGA2y G8&LIsS
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Index [L

Enable m

L

Description

Mode

Protocol

[
[
[
Server Address |
[
[

H
-
o)
»
(< [ < (< N < |
e LU -

Server Port
Interface Type |[TUN
Authentication Type [None ®@ |
Renegotiation Interval [86400 @
Keepalive Interval [20 C?)
Keepalive Timeout [ 120 ®@
Enable Compression m
Enable NAT
Verbose Level [0 ®

CKS 6AYR26 Ad RAZLI | eFcRhated 0Bt 2KS sIKEYK DRERANYHE2 G G @

A General Settings

Index [1

—

Enable

:

Description

Mode

Protocol

Server Address

Server Port 1194

Interface Type

Authentication Type

Preshared ®

m
m
< |

Encrypt Algorithm

86400 ] ®

Renegotiation Interval

N
(o]

Keepalive Interval

— — — — =l — — — — —
-
o=t
=
&
S P

-
N
o

ja—

Keepalive Timeout

Enable Compression

1y

Enable NAT

—
o

Verbose Level

Bo
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¢KS 6AYR2¢ Aa RAALI I & dRwordd 103S {(i2KéS 4 KdBlyK SO/Ki2A2CH AlyAR ya tii & |

- General Settings

Index [1 ]

Description

Mode

Protocol

Server Address

Server Port

Interface Type

@

Username

Password

Encrypt Algorithm

Renegotiation Interval

Keepalive Interval

ONONO

Keepalive Timeout

-
(=
-
& 88 (<
J _J L e —J _,

[
[
[
[
[
[
Authentication Type [Password
[
[
(
[
[
[

Enable Compression

Enable NAT
Verbose Level [0 ®

|
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The window is displayed as below whérK 2 2 X309CGA d &

z

idKS

A General Settings

Index
Enable

Description

(1

—

o I

[

Mode [Client

Protocol  [UDP

Server Address [ ]

Server Port [ 1194 ]

Interface Type [TUN
Authentication Type | X509CA ®

Encrypt Algorithm  [BF
Renegotiation Interval [86400 ] ®@
Keepalive Interval [20 ] @
Keepalive Timeout | 120 J @

Private Key Password
Enable Compression
Enable NAT

Verbose Level

OFF

I

Bo
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tKS 6AYR2%

A a

A General Settings

2 ]
on [

Description [

Index

Enable

Mode [Client

Protocol |UDP

Server Address ‘

Server Port [ 1194

|
]
]
[Tun

| X509cA password ®

Interface Type

Authentication Type

Username | |

Password | |

Encrypt Algorithm  [BF
Renegotiation Interval [86400 I ®
Keepalive Interval [20 ] ®
Keepalive Timeout [120 ] ®

Private Key Password

Enable Compression

Enable NAT

Verbose Level [O

@ rcbustel

RA&LI I 8>X5C0CA Rassocllf P& GKSyl @KRAWA VAl GA2y

GeneralSettings@ OpenVPN

interface for OpenVPN. The difference between TUN and TAP devic
that a TUN device is a po#u-point virtual deviceon network whilea

TAP device is a virtual devioe Ethernet

Item Description Default

Index Indicate the ordinal of the list. -

Enable Click the toggle button to enable/disable this OpenVPN tunnel. ON

Description Enter a description for this OpenVPN tunnel. Null

Mode SelectF NP Y drdht ESyié o Client

Protocol Select fromi | 5,00 & # tt A SrfiTCEServeé ® UDP

ServerAddress Enter the endtio-end IP address or the domain of the remote OpenV} Null
server.

ServerPort Enter the endio-end listener port or the listening port of the OpenVP| 1194
server.

InterfaceType Selectfromi ¢ ! dwré ¢! t ¢ GKAOK | NB dedice R|TUN
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GeneralSettings@ OpenVPN

ltem Description Default

Authentication Type | { St SOG FTNBY dab2ySANR:¢Et NB » iIpNSB R| None
taag2NRE D
Note:d b 2 Yy Sé Iy R authertidtiomtylpdak Rrlyworking

with P2Pmode.

Username Entertheusey  YS dza SR T2 NJ at | dag2NRE | Nul
authenticationtype.

Password Enter the mssword usedordt I a4 62 NRé 2NJ & - p n¢Nul
authenticationtype.

Local IP Enter the local virtual IP. 10.8.0.1

Remote IP Enter the remote virtual IP. 10.8.0.2

EncryptAlgorithm { St SO0 FTNRBY @502 Td ¥ {9 MdyET{l y BF

a! 9{ HpcEé D

- BF: Usd 28bit BFencryptionalgorithm in CBC mode
DES: Usé4-bit DES=ncryptionalgorithm in CBC mode
DESEDES3: Us&92-bit SDEXncryptionalgorithm in CBC mode
AES128: UsE28-bit AESencryptionalgorithm in CBC mode
AES192: UsE92-bit AESencryptionalgaithm in CBC mode
AES256: Usg56-bit AESencryptionalgorithm in CBC mode

Renegotiation Set the renegotiation interval. If connection failed, OpenVPN wiill 86400
Interval renegotiate when the renegotiation interval reached.
Keepaliventerval Setkeepalive(ping)interval to check if the tunnel is active. 20

KeepaliveTimeout Set the keepalive timeout.riggerOpenVPN restarfter n seconds pas| 120
without reception of a ping or other packet from remote.

Private Key Passwor( Enter the privatekey password under théX509CAand dX509CA Null
Password authentication type.

Enable Compression| Click the toggle button to enable/disable this optionakle to ON
compress the data streawof the header.

Endle NAT Click the toggle button tenable/disable the NAT option. When OFF

enabled the source IP address of host behinoditer will be disguised
before accessing the remote OpenVPN client.

Verbose Level Select the level of the output log and values from 0 to 11. 0
0: No output except fatagrrors

1~4: Normal usage range

5: Output R and W characters to the console for each packet re
and write

6~ 11: Debug info range
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Enable HMAC Firewall
Enable PKCS#12

Enable nsCertType

geg

| ®

Expert Options

AdvancedSettings@ OpenVPN

Item Description Default

EnableHMAC Firewall| Click the toggle button to enable/disable this optidwd an additional OFF
layer of HMAC authentication on top of the TLS control channel to prot
against DoS attacks.

EnablePKCS#12 Click the toggle button to enable/disable the PKCS#12 certifittatean OFF
exchange of digital certificate encryption standard, used to describe
personal identity information.

EnablensCertType Click the toggle button to enable/disable nsCertTyiRequire that peer OFF
certificate was signed with an explicit nsCertTypsidgnation of "server".

Expert Options Enter some other options of OpenVPN in this field. Exginessiorcan be | Null
separated by &0

Status

This section allows you to view the status of the OpenVPN tunnel.

Openven e

» OpenVPN Tunnel Status

Index Description Status Uptime Local IP

x509

User can upload the X509 certificates for the OpenVPN in this section.

openvon Stae oo

A X509 Settings

Tunnel Name [Tunnel 1
Certificate Files | [Choose File | No file chosen |a
A Certificate Files
Index File Name File Size Modification Time
x509
Item Description Default
X509 Settings
TunnelName Choose a valid tunnel. Tunnel 1
CertificateFiles Clickon éChoose Fie ldcatethe certificatefile from your computer, and | Null
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then import this file into your router.

The correct file format is displayed as follows:

@ca.crt

@remote.crt

@local.crt

@private.key

@crl.pem

@client.pl2

Certificate Files

Index Indicate the ordinal of the list. --
Filename Showthe importedO S NIi /s fign@® I (G S Q Null
File Size Show the size of theertificate file Null
Last Modification Show thetimestampof that the last time to modify the certificate file. Null

3.18 VPN > GRE

This section allows you to set ti@REand the related parameterseneric Routing Encapsulation (GRE) is a
tunneling protocothat canencapsulatea wide variety ohetwork layerprotocolsinside virtualpoint-to-point links
over aninternet Protocohetwork.

GRE

GRE

» Tunnel Settings

Index Enable Description Remote IP Address +

Clik 4= to add tunnel settingsThe maximunmcount is 3.

 Tunnel Settings

Index

Enable

Description

Remote IP Address

Local Virtual IP Address

Local Virtual Netmask

Remote Virtual IP Address

Enable Default Route

Enable NAT

ST 1

Secrets
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Tunnel Settings @SRE

ltem Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable this GRénel. ON
Description Enter a description for thiSREunnel. Null
Remote IP Address Set the remote real IP addreséthe GRE tunnel. Null
Local Virtual IRddress | Set thelocalvirtual IPaddressof the GRE tunnel. Null
Local Virtual Netmask Set thelocal virtual Netmask of the GRE tunnel. Null
RemoteVirtual IPAddress| Setthe remote virtual IPAddressof the GRE tunnel. Null

Enable Default Route Click the toggle button to enable/disable this option. When enabled, af OFF
the traffics of the routemwill go through the GRE VPN.

Enable NAT Click the toggle button to enable/disable this optidmis option must be | OFF
enabled when router under NAT environment.
Secrets Setthe key ofthe GREunnel. Null
Status

This section allows you to view tlstatus of GRE tunnel.

Index Description Status Local IP Address Remote IP Address Uptime

- GRE tunnel status

3.19 Services> Syslog

This section allows you to set the syslog parameters. The system log of the router can be saved in the local, also
supports to be sent to remote log server and specified application debugging. By defadltpth®o Remot&option
is disabled.

Syslog

A Syslog Settings

Enable m:]

Syslog Level | Debug

Save Position |:RAM @

Log to Remote Cm ©)
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The window is displayed as below when enablingdheg to Remot&option.

» Syslog Settings

Syslog Level |Debug
Save Position |RAM @

Log to Remote m:] @
Add Identifier Cm @

Remote IP Address | |

Remote Port | 214 |

SyslogSettings
ltem Description Default
Enable dick the toggle button to enable/disable the Syslog settings option. OFF
Sysbg Level Select foY ébbig Znfoé E otideb = ardiAge or & Bore, which fromlowto | Debug
high Thelower level will output more syslog in detsil
Save Position { St SO0 GKS alRAE MVMEOAGhDI¥ aibds@RAMGOThe | RAM

datawill be clearedafter reboot.

Note: It's not recommended thayou savesyslog to NVM (Neiolatile Memory)
for a long time.

Log to Remote Click the toggle button to enable/disable this optidnable to allow router OFF
sending syslog to the remote syslog server. Yeedrto enter the IP and Port of
the syslog server.

Add Identifier Click the toggle button to enable/disable this option. When enabled, you ddr; OFF
serial number to syslog messaghich used for loading Syslog to RobustLink.
Remote IP Address Enter the IP address of syslog server when enablingitbg to Remot&option. | Null
Remote Port Enter the port of syslog server when enabling ¢heg to Remot&option. 514

3.20 Services> Event

This section allows you to set tlegent parameters Event feature provides an ability to send alerts by SMS or Email
when certain system events occur.

Event Notification Query

A General Settings

Signal Quality Threshold | 0 | @

General Settings @ Event
Item Description Default
Signal Quality Threshold| Set the threshold for signal qualiffouter will generatea log event when | 0
the actual threshold itess than thespecifiedthreshold 0 means disable
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‘ ‘ this option. |

» Event Notification Group Settings

Index Description Send SMS Send Email Save to NVM +

Clik <= button to add arEventparameters

- General Settings

Description :]
Send SMs m:]
Phone Number [:] @
Send Email m:]
Email Addresses [:] @
Save to NVM [:m ®

|
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System Startup

System Reboot

System Time Update
Configuration Change
Cellular Network Type Change
Cellular Data Stats Clear
Cellular Data Traffic Overflow
Poor Signal Quality

Link Switching

WAN Up

WAN Down

WLAN Up

WLAN Down

WWAN Up

WWAN Down

IPSec Connection Up

IPSec Connection Down
OpenVPN Connection Up
OpenVPN Connection Down
LAN Port Link Up

LAN Port Link Down

USB Device Connect

USB Device Remove

DDNS Update Success
DDNS Update Fail

Received SMS

CERPEREPEETEEREPEEEER AT

SMS Command Execute

General Settings @ Notification

Item Description Default
Index Indicate the ordinal of the list. -
Description Enter a description for thigroup. Null
SentSMS Click the toggle button to enable/disable this option. When enabled, the router| OFF

send notification to the specified phone numbers via SMS if event occurs. Set
related ghone numberin 63.24Services > Eméiinddza G ® a S LI NI
number.

Phone Number | Enter the fnone numbes used forreceivng event notification.Use a semicolon (;)| Null
to separate each number.

Send Email Click the toggle button to enable/disable this option. Vidtenabled, the router willl OFF
send notification to the specified email box via Email if event occurs. Set the reg
email addressn 3.24 Services > Ensll

Email Address | Enter the email addresses used for receiving event notification. Use a space tq Null
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separate each address.
Save to NVM Click the toggle button to enable/disable this option. Enablsawee event to OFF
nonvolatile memory

In the following window you can query various types of events record [[ligea to query filtered events while
click [[EIEag to clear the event records in the window.

ey
- Event Details

Save Position | RAM

Filtering | |

Mar 17 09:53:02, system startup

Mar 17 09:53:08, LAN port link down, ethl

Mar 17 09:53:08, LAN port lirk wp, eth?

Mar 17 09:53:08, LAN port lirk down, eth3

Mar 17 09:53:08, LAN port lirk down, ethd

Mar 17 09:53:20, WWAN (cellular) up, WWAN1, ip=10.104. 244. 179
Mar 17 09:53:29, swystem time update

EventDetails
Item Description Default
Save Position | Select theevent<kave positiorfrom GRAME or 6NVME. RAM
RAM: Rndomaccess memory
NVM:Non-Volatile Memory
Filter Message | Enter the filtering message based on the keywords set by users. ClidRéiesls | Null
button, the filtered event will be displayed in the follow box. &€ to separate
more than one filter message, such as messagel&message2.

3.21 Services > NTP

This section allows you to set telated NTP (Network Time ProtocpBrameters including Time zone, NTP Client
and NTP Server.
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NTP

» Timezone Settings

Time Zone |:UTC+CIS:CICI

Expert Setting | | @

- NTP Client Settings

Primary NTP Server | pool.ntp.org |

Secondary NTP Server | |

NTP Update Interval | 0 | @

» NTP Server Settings

Enable Cm

NTP
ltem | Description Default
Timezone Settings
TimeZone Click the drop down list toegectthe time zoneyou are in. UTC +08:00
Expert Setting Specify the time zone with Daylight Saving Time in TZ environment | Null

variable format. The Time Zone option will be ignored in this case.

NTP Client Settings

Enable Clickthe toggle button tcenable/disable this option. Enable to ON
synchronize timeavith the NTP server.

Primary NTP Server |9y 1 SNJ LINAYF NE b¢t { SNIBSNDRA Lt | poolntp.org

Secondary NTP Servg 9 Y 1 SNJ aSO2y R NBE b¢t { SNBSNDA Lt Nul

NTPUpdateinterval Enter the intervaminutes synchronizing thé&TP client timeavith the 0
b ¢t asSNNdatSsNuit for next updateand0 means update only
once.

NTP Server Settings

Enable Clickthe toggle button toenablddisablethe NTP serveoption. OFF

This window allows you to view the current time of router and algachronizehe router time. Cli[E L @button
to synchronize the router time with the &C

NTP Status

System Time 2017-03-17 11:48:00

PCTime 2017-03-17 11:49:01 m

Last Update Time 2017-03-17 09:53:29
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3.22 Services> SMS

This section allows you to set SMS parametemitersupports SM#anagementand useican control and
configure their routers by sending SM®r more details about SMS control, refedtd.2 SMS Remot€ontrol.

SMS SMS Testing

Authentication Type |Pa55wor'd @

» SMS Management Settings

Phone Number | | @

SMSManagement Settings

Item Description Default
Enable Click he toggle button teenablédisable theSMSMianagement option ON

Note: If this option is disabled, the SMS configuration is invalid.
Authentication Type | SelectAuthentication Typdrom dPassword, dPhonenung or 6Bothe. Password

PasswordUse the same username and password as WEB manager fq
authentication For example, the format of the SMS shoulddbsername:
password; cmdl; cmdX €

Note: Set the WEB manager passwordystem > User Management
section.

PhonenumUse thePhone numbefor authenticaton, and useshould
set thePhoneNumber that isallowed for SMS managemerithe format
of the SMS should bé&md1; cmd2X €

Both: Use both thé&Password and dPhonenung for authentication User
shouldset thePhoneNumber that isallowed for SMS managemerihe
format of the SMS should keisername: password; cmdl; cmdR;€
PhoneNumber Sd the phonenumber used foSMS managemenanduse$W i 2 & S LJ-| Null
number.
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User can test the current SMS serwdeetherit is available in this section.

SMS SMS Testing

» SMS Testing

Phone Number
|ﬁ il
Message
Result
[ Send |

SMSTesting
ltem Description Default
Phone Number | Enter the specified phone number which qaeeivethe SMS from router. Null
Message Enter the message that router will send it to the specified phone number. Null
Result The result of the SMS test will be displayethia result box. Null
| send | Click the button to send the test message. -

3.23 Services > Emaill

Email function supports to send the event notifications to the specified recipient by ways of email.

Email

» Email Settings

Enable Cm
Enable TLS/SSL Cm @
Outgoing Server [ ]
Server Port [25 ]
Timeout [10 ] ®@
username | ]
Password | ]
rrom )
Subject | ]
EmailSettings
Item Description Default
Enable Click hetoggle button toenablédisablethe Emailoption. OFF
Enable TLS/SSL | Click the toggle button to enable/disable the TLS/SSL option. OFF
RT_UG_R20@nt_v.1.06 17 Sep, 2019 95/134

Confidential



Robustel ROO0EntUser Guide @ r@bUStel

EmailSettings
ltem Description Default
Outgoing server | Enter the SMTP server IP Address or domain name. Null
Server port Enter the SMTP server port. 25
Timeout SetKS YIE GAYS F¥2NJ aSyRAy3 SYFAt G2 |10
receive the email over this time, it will try to resend.

Username Enter he username which has been registered from SMTP server. Null
Password Enter e password ofthe usernameabove Null
From Enter he source address of the email. Null
Subject Enter he subject of this email. Null

3.24 Services > DDNS

This section allows you to set the DDNS parametdre.Dynamic DNS function allows you to alias a dynamic IP
address to a statidomain name allows you whose ISP does not assign them a static IP address to use a domain
name. This is especially useful for hosting servers via your connection, so that arigbimg to connect to you may

use your domain name, rather than having to use your dynamic IP address, which changes from time to time. This
dynamic IP address is the WAN IP address of the router, which is assigned to you by Vidwa $8Rice provider
defaults todDynDN§ as shown below.

~ DDNS Settings

enable [ 2
Service Provider |DynDNS
Hostname | |
Username | |
password | |

WhendoCustong service provider chosen, the window is displayed as below.

»~ DDNS Settings

Service Provider |Custom |

URL | |

DDNSSettings
Item Description Default
Enable dickthe toggle button tcenablddisablethe DDNSption. OFF
ServiceProvider Seleci KS 55b{ &SNIA ®B-h Tdl®c¢eria 5 & y | DynDNS
oCustong.
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Note: The DDNServiceonly can be used after registered by
Corresponding service provider
Hosthame Enter thehostnameprovided bythe DDNS server Null
Username Enter the usernamerovided bythe DDNS server Null
Password Enter the passworgrovided bythe DDNS server. Null
URL Enter the URL customized by user. Null

ClickéStatug bar to view the status of the DDNS.

Status Disabled

Last Update Time

DDNS Status
ltem Description
Status Display the currenstatus of the DDNS.
Last Update Time Display the date and time for the DDNS was last updated successfully.

3.25 Services > SSH

Router supports SSH password access and skeyedccess.

Enable m:]

port |22

Disable Password Logins Cm

SSH Settings

Item Description Default

Enable Click the toggléutton to enable/disable this option. When enabled, you g OFF
access the router via SSH.

Port Set the port of the SSH access. 22

Disable Password Login Click the toggle button to enable/disable this option. When enabled, you OFF
cannot use username arghssword to access the router via SSH. In this
case, only the key can be used for login.
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A~ Import Authorized Keys

Authorized Keys [\ Choose File | No file chosen ]m

Import Authorized Keys

Item Description

Authorized Keys Clickon éChoose Fie ldcate anauthorized keyffrom your computer, and then
Of A O] @ L YL} Nayéntogadir routerL,J2 NI (G KA &

Note: This option is valid when enabling the password logins option.

3.26 Services > Telephone (Optional)

This section allows you to set the related parameters of voice fund®®00 EniRouter supports one voice input or
one RE32 or one R&85 which is limited by the hardware on whicRiinstalled. They shared across an RJ11 port. If
your router has a voice input, this page is configurablee R2000 Ent provides voice seggivia a standard RJ11 to
RJ11 phone connectivity cable to make telephone calls.

Note: Whether or not voice call and data transmission can be used simultangswsgpendent uporyour ISP

network.

» General Settings

Wait Number Timeout [5 J @

Digitmap l ]

General Settings @ Telephone

Item Description Default
Wait Number Timeout | Set the wait number timeout for dial plameasured irsecond. 5
Digitmap Enter the digitmap used for matching the telephone number when makir] Null

voice calls. When matched, the system will call this number immediately
and you dof®need to wait for the dialip timeout. This option is used for
speed dialing
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e [
A Call Records

Filtering | |

type Phone Mumber Start Time Duration

out 15917451884 Jan 01 00:01:12 00:00:00

out 13560328286 Jan 01 00:00:50 00:00:00

out 15917451884 Mar 28 19:39:13 00:00:00

in 15917451884 Mar 28 19:42:03 00:00:00

out 15917451884 Mar 28 20:05:43 00:00: 10

out 15917451884 Mar 28 20:30:48 00:00:18

out 15917451884 Mar 28 20:34:01 00:00:47

out 15917451884 Jan 01 00:02:01 00:00:00

out 15917451884 Jan 01 00:02:15 00:00:00

out 15917451884 Mar 29 08:49:00 00:00:13

in 15917451884 Mar 28 09:49:28 00:00:00

=
Call Records

Item Description Default
Filtering Set the wait number timeout for dial plameasured irsecond. --
=3 Click this button to clear the call record. -
Refresh | Click this button to refresh the call record. -

3.27 Services > Web Server

This section allows you to modify the parameters a/\Berver.

Web Server Certificate Management

» General Settings

HTTP Port [80 ] ®@

HTTPS Port [443 ]@

General Settingg® Web Server

Item Description Default

HTTP Port Enter the HTTP port number you want to changeimerQa 2 S6 { S180
Web serverport 80 is the port that the server "listens to" or expects to rece
from a Web client. If you configure the router with other HTTP Port number
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except 80, only addintiat port numberthen you caroginrouterQ&d 2 S o
Server.

HTTPS Port Enter the HTTPS port number you want to changeuterQd 2 So { S| 443
Web serverport 443 is the port that the server "listens to" or expects to
receive from a Web client. If you configure the router with other HTTPS Po
number except 443, only adding that port numtiken you caroginrouterQ a
Web Server.

Note: HTTPS is more secthan HTTP. In many cases, clients may be
exchanging confidential information with a server, which needs to be secur
order to prevent unauthorized access. For this reason, HTTP was develop
Netscape corporation to allow authorization and securethfiactions.

This section allows you to impdtie certificatefile into the route.

A Import Certificate

Import Type [CA

HTTPS Certificate [\ Choose File | No file chosen ]m

Import Certificate

Item Description Default

Import Type Slect fromdC/A and oPrivate Key. CA
CA: a digital certificate issued by CA center
Private Key: arivatekey file

HTTPS Certificate Clickon cChoose File lacatethe certificatefile from your computer, and then | --
Ot A0O] GLYLRNILE (2 AYLERNI dGKA&a FAES

3.28 Services > Advanced

This section allows you to set telvanced angbarameters.

» System Settings

Device Name |router | @

User LED Type |None ®@

A System Settings

Device Name [router ] @
User LED Type None n @
None
SIM
OpenVPN
IPSec
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System Settings
ltem Description Default

Device Name St the device name to distinguish different devices you have instalidil router
charactersarea-z, AZ, 09, @, ., #, $,and*.

User LED Type | Secify the display type of youSR_ED Stlect fromdéNone, 6SIME, 6OpenVPE, | None
APSe€ or AWIFE.

None: Meaningless indication, and the LED is off

SIM: USR indicator showing the Sifdtus

OpenVPNUSR indicator showing ti@penVPNtatus

IP*=c USR indicator showing the IPstatus

WIiFi:USR indicator showing th&iFistatus
Note: For more details about USR indicator, é2d LED Indicatogs

» Periodic Reboot Settings

Periodic Reboot | 0 | @

Daily Reboot Time | | @

Periodic Reboot Settings

Item Description Default
Periodic Reboot Set the ebootperiod of the routerQ means disable 0
Daily Reboofime | Set the dailyeboottime of the router. ¥u should followthe format asHH Null
MM, in 24htime frame, otherwisethe data will be invalid.eave it empty means
disable
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3.29 System>Debug

This section allows you to check and downldhd syslog detds.

Syslog

» Syslog Details

Log Level |Debug

Filtering | | @

Mar 17 11:46:15 router uszer. debuz modemd[903]: +HCTSATP: -
“DOR4E103012600820251 286 0F 2000650063004 200406 36 1 FE24 TR 23 8F04 19 A0TCEE 54C 1 A3ARS 3E08F0A21 B0RCAE3 201 ARSACERC1 AFD
ATEBDMFEFAC] L6TODE24A1 BF0C 36806 2406 T3AR 25 E LAR 385 8F DAG0E0604 1 91 CF4E 136 33 A8F DAS 2 80 T 2T BG0EDTRAC 5305

Mar 17 11:48:0d router user. debug link manager [874]: WWANZ (wwan?) init timeoot

Mar 17 11:48:0d router user. debug link_manager [874]: recv action discormected from lirk _manager

Mar 17 11:48:04 router user. debug link_manager [874]: target link WWANZ, state Disconnected

Mar 17 11:48:04 router uszer.notice lirk manager[874]1: WWANZ discomected

Mar 1T 11:48:0d router uszer. info link manager [874]: there iz no need to zwitch link (WWANL: 00 - WWANZ: 300
Mar 17 11:48:14 router user. debug modemd [903]: +CUSATP:

“D0A481030125008 20281 8285 0F 8000850053004 90 0405 36 1 BER4TE 28 8F0L 10 B0TCEE 54C 1 53ABS 3008F0AZ] BOSCE3901 ARSACEEC1 8FD
ATREMFEFAC] 16TODE241 SFOC3AE0R24RRTIAS 25 E 1A 385 8F 04R0E06TM 1 91 CF4E 136 33 A8F DARZ 80T 2T 9R0EOTS 3CE 305"

Mar 17 11:48:40 router user. debug lirk _mamager [374]: WWAND (wwanl) start ping test

Mar 17 11:48:40 router uszer. debuz rping [12160]: start ping 5. 8. 8.8 (rwanl)

Mar 17 11:48:40 router user. debug rping [12160]: PING & &8 8.8 (8.8 8.8) from 10. 104.244. 179: 16 data hytes
Mar 17 11:48:40 router user. debug rping[12160]: 24 bytes from 8.8 8.8: seqE0 tt1=52 time=375. 349 m=

Mar 17 11:48:40 router user. debug rping [12160]:

Mar 17 11:48:40 router user.debug rping[12160]: —— & 8.8.8 ping statistics ——

Mar 1T 11:48:40 router uszer. debug rping [12160]: 1 packets tramsmitted, 1 packetsz receiwed, 0% packet loss
Mar 17 11:48:40 router user.debug rping[12160]: round-trip min/avg/max = 375, 348375, 349/376, 319 ms

Mar 17 11:48:40 router uszer. debuz link manager [B74]: recv action ping_succeszs from rping

Mar 17 11:48:40 router user. debug link manager [874]: target link WWaN1, state Cormected

Mar 17 11:48:40 router user. info link manager [8T4]: WANL ping test success

Mar 17 11:80:13 router user. debuz modemd[203]: +CUSATP:

“DOR4E103012600820251 8285 0F 000650053004 900405 36 1 BE94TH 28 8F04 1980TCEE54C 1 FIASS3508F0A2] S0RCE3901 ARSACEEC1AF0
ATEEMMFEFAC] 1ATODE 241 SFOC3AE0R 24RATIAR 254 E AR 385 AF 0AR0A0ET 1 91 CF4E 135 33 A8F DAR 2 B0 T 2T 9ROEOTS 305305

[ManualRefresh m m

» Syslog Files

Index File Name File Size Modification Time

1 messages 53532 Fri Mar 17 11:50:13 2017 a8

+ System Diagnostic Data

System Diagnostic Data Generate

System Diagnostic Data

Syslog
Item Description \ Default
Syslog Details

Log Level Select foY  ébbigg >nfoél E otideb T ardé2>rroté9 ¢ K A Qv tohikR Y Debug
Thelower level will output more syslog in detail.

Filtering Enter the filtering message based on the keywords. d8sg0 separatemore Null
than one filter message, such dseyword1&keyword2

Refresh { St SOMartdlRe¥festid p { SO2y Raé 206 802 ¢rB ® A Manual
{ S 02 yéuaah select teseintervalsto refresh the log informatiomlisplayed | Refresh
in the follow box If selectinggmanual refresh, you should click the refresh
button to refresh the syslog.
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m Click the button to clear the syslog. --

Click the button to refresh theyslog. -

Syslog Files

Syslog Files List | It can show at most 5 syslog files in the list, the fiesne range frommessageO| --

to message 4. And the newest syslog file will be placed on the top of the lisf
System Diagnosing Data

dick to generatehe syslog diagnosing file. -
Qickto downloadsystem diagnosing file -

3.30 System>Update

This section allows you to gmdethe firmware of your router. ClicRystem > Update > System Updatnd click on
oChoose Fileto locate the firmware file to be used for the upgrade. Oncel#testfirmware has been chosen, click
oUpdatet to start the upgrade process. The upgrade process may take several minutes. Do not turn off your Router
during the firmware upgrade process.

A System Update

File [ Choose File | No file chosen ] Update

Note: To access the latest firmware file, pleasatact your technical support engineer

System Update
Item Description Default
System Update Clidk Choose File button to select the correctirmwarein your PCand then click | Null

= button to update. After updating successfully, you needltokésave

and appl¥, and then reboot the routeto take effect.

RT_UG_R200nt v.1.06 17 Sep, 2019 103134
Confidential



Robustel ROO0EntUser Guide @ r@bUStel

3.31 System>App Center

This section allows you to adgdme required or customizeapplications to the router. Import and itadl your

applicationgo the App Center, andeboot the device according to the system prom@Eachinstalled application will
bedisplaya underii K S & § @eénigihileSther applications related to VPN will Bisplayedunderi KS & £t b §
menu

Note: After importing the applications to the router, the page display may have a slight delay due to the browser
cache. It is recommended that you clear the browser cache first and log in the router again.

For more information about App, please refer to http://www.robustel.com/products/app-center/.

- App Install
File | Choose Fileﬁ; No file chosen ]m
A Installed Apps
Index Name Version Status Description
1 language_chinese 3.0.0 Stopped Chinese language X
App Center
Item | Description ‘ Default
App Install
File Clickon éChoose File ldacatethe Appfile from your computer, and then click --
ECEET) to import this file into your router.
Note: File format should bexxrpk, e.g.R2000 Entobustlink1.0.0.rpk
Installed Apps
Index Indicate the ordinal of thdist. -
Name Show the name of the App. Null
Version Show the version of the App. Null
Status Show the status of the App. Null
Description Show thedescription for thisApp. Null
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3.32 System> Tools

This section provides usettsree tools: Ping,Tracerouteand Sniffer

Ping Traceroute Sniffer

IP Address | |
Number of Request | 5 |
Timeout | 1 |
Local IP | |
Ping
Item Description Default
IP address Enter the pin@ destination IP address alestinationdomain. Null
Number ofRequests | Specify the number gingrequests. 5
Timeout Specifythe timeout of ping request. 1
Local IP Specify the local IP from cellular WAN, Ethernet WAN or Ethernet LAN. N{ Null
stands for selecting local IP address from these three automatically.
m Click this button to start ping request, and the log will be displayed in the | Null
follow box.
Clickthis button to sbp ping request --
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Traceroute

A Traceroute

Trace Address [ ]

Trace Hops [30 ]

Trace Timeout [ 1 ]

@ rcbustel

Traceroute
Item Description Default
Trace Address Enter the trac@destination IP address alestinationdomain. Null
Trace Hops Specify the max trace hops. Router will stop tracing if the trace hops has n 30
max value no matter the destination has been reached or not.
TraceTimeout Specifythe timeout of Traceroute request. 1
m Click this button to start Traceroute request, and the log will be displayed i --
the follow box.
Click this button totep Traceroute request --
ping Traceroute swrer |
Interface [all
Host | J
Packets Request [1000 ]
Protocol [AII
Status ()
Index File Name File Size Modification Time
1 17-03-17_11-53-50.cap 24 Fri Mar 17 11:53:51 2017 ﬁ x
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@ rcbustel

Sniffer
ltem Description Default
Interface Choose the interface according to your Ethernet configuration. All
Host Hlter the packet that contain the specify IP address. Null
Packets Request Set the packet number that theuter can sniffer at a time. 1000
Protocol Slect fromdAllg, dFE, GTCR, dJUDRE and 6ARE. All
Port Set theport numberfor TCP otJDPthat is used in sniffer Null
Status Show the current status of sniffer. Null
m Click this button to starthe sniffer. -
Click this button to stp the sniffer.Once you click this button, a new log file | --
will be displayed in the folloimg List.
Capture Files BEvery times of sniffer log will beaved automaticallyas a new fileYou can find | Null

the file fromthis Sniffer Traffic Data List and k i3 to download the log, click

X to delete the log filelt can cache a maximum of 5 files

3.33 System> Profile

This section allows you to import or export the configuration file, and restore the router to fadédaylt setting.

Profile Rollback

A Import Configuration File

Reset Other Settings to Default Cm ®
Ignore Invalid Settings Cm ®@

XML Configuration File [1 Choose File " No file chosen ]m

A Export Configuration File

Ignore Disabled Features m @
Add Detailed Information Cm @
Encrypt Secret Data @

XML Configuration File

XML Configuration File m

A Default Configuration
Save Running Configuration as Default m @

Restore to Default Configuration Restore

Profile

Item Description

Default

Import ConfigurationFile

Default settings.

Reset Other Settings to Click the toggle button a®NE to return other parameters to default | OFF
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Ignore Invalid Settings Clickthe toggle button asOFE to ignore invalid settings. OFF

XML Configuration File Clickon cheose File to locatethe XML configuratiotile from your --
computer, and then clkmto import this file into your router.

ExportConfigurationFile

Ignore Disabled Features | Click the toggle button a8FE to ignore the disabled features. OFF
Add Detailed Information | Click the toggle button a%r€ to add detailed information. OFF
Encrypt Secret Data Click the toggle button a®NE to encrypt the secret data. OFF

XMLConfiguration File Click [E2EE button to generate the XML configuration file, and clid --
EE3to export the XML configuration file.

Default Configuration

Save Running Configuratiq Click this button to save the current running parameters as default | --
as Default configuration.

Restore to Default Click this button to restore the factory defaults. --
Configuration

Rollback

» Configuration Rollback

Save as a Rollbackable Archive m @

» Configuration Archive Files
Index File Name File Size Modification Time

1 configl.tgz 2783 Fri Jan 1 00:00:09 2016 D]

2 config2.tgz 2760 Fri Jan 1 00:00:09 2016 D]

3 config3.tgz 2729 Fri Jan 1 00:00:09 2016 D]

<+ config4.tgz 29 Fri Jan 1 00:00:09 2016 -ﬁ-_)

Rollback

Item Description Default

Configuration Rollback

Save as a Rollbackabl Create a savpoint manually. Additionally, the systewill create a save -
Archive point every day automatically if configuration changes.

Configuration Archive Files

Configuration Archive | View the related information about configuration archive files, including| --
Files name, size and modification time.
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3.34 System> User Management

This section allows you tthangeyour username and password, and creatay@nage user account&ne router has
only one super usarvho has the highest authoritio modify, addand manageother common users.

Note: Your new passwaormust be more than 5 character and less than 32 characters and may contain numbers,
upper and lowercase letters, and standard symbols.

Super User Common User

- Super User Settings

New Username [ l @
0Old Password [ l @
New Password [ l @
Confirm Password [ l
SuperUser Settings
Item Description Default
New Username Enter a new username you want to creatalig charactersarea-z, AZ, 69, Null
@, .-, #, $and*.
Old Password Enter the old password of your router. The defautlddmire. Null
New Password Enter anew password/ou want to create; a&lid characterarea-z, AZ, 09, Null
@, .- #, $and*.
Confirm Password | Enter the new password again to confirm. Null

Common User

» Common User Settings

Index Role Username

Cli(k+ button to add a new common usefrhe maximum rule count is 5.

A Common Users Settings

Index |1 |
Role [visitor
sermame | @
password | | ®

Common Usefettings
Item Description Default
Index Indicate the ordinal of the list. --
Role { St SO isibiNP NVEFdioE @ Visitor
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Visitor. Users only can view the configuration of router under this level
Editor. Users can view and set the configuration of router under this level

Username Setthe Usernamevalid characterarea-z, AZ, 09, @, .-, #, $,and*. Null

Password Set thepassword which at least contaibscharacters; alid characterarea-z, AZ, Null
09, @, .;, #, $,and*.
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Chapter 4 Configuration Examples

4.1 Cellular

4.1.1Cellular DialUp

This section showgou how to configure theprimary and backup SIM cafar Cellular Dialip. Connect the router
correctly and insert two SIM, then open the configuration page. Under the homepage meninteithce > Link
Manager > Link Manager > Genéf@ettings choosedWWWANE as the primary linkdWWANZ as the backup link
anddwWarm Backugas the backup mode

Note: All data will beranderred via WWAN1 when choose WWAN1 as the primary link and set backup mode as
warm backup. At the same time, WWAMNZlways online as a backup link. All data transmission will be switched to
WWAN2 when the WWANL1 is disconnected.

Link Manager

» General Settings

Primary Link  [WwAN1 ©)
Backup Link [ WWAN2
Backup Mode [Warm Backup @
Emergency Reboot Cm ®@

- Link Settings

Index Type Description Connection Type
1 WWAN1 DHCP #
2 WWAN2 DHCP [#
3 WAN DHCP [#
4 WLAN DHCP #

Clickthe edit button of WWAN10 set its parameters according to the current ISP.

Link Manager

» General Settings

Index [1 ]

Type [WWAN1

Description [ ]
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» WWAN Settings

Automatic APN Selection m:]
Dialup Number ["’99"”‘”"1# ]
Authentication Type [Auto
Switch SIM By Data Allowance Cm @
Data Allowance [0 ] @
Billing Day [1 ] @

I

» Ping Detection Settings

Enable m:]

Primary Server [8.8.8.8 ]
Secondary Server | 114.114.114.114 ]
Interval [300 ] ®@
Retry Interval [5 ] ®@
Timeout [3 ] ®@
[

3 ] ®@

Max Ping Tries

» Advanced Settings

10000

Upload Bandwidth

Download Bandwidth 10000

Overrided Primary DNS

— Ty
S U G )

Overrided Secondary DNS

Debug Enable m:]
i o |

Verbose Debug Enable

When finished, clicubmit > Save & Applffpr the configuration to take effect.

The window is displayed below by clickinterface > Cellular > Advanced Cellular Settings

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type

1 SIM1 Auto All [#
2 SIM2 Auto All #
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Clickthe edit button of SIM10 set its parameters according to your application request.

» General Settings

Index 1

-

Phone Number

[
SIMcard [SIM1
IZ
Iﬁ
I:
I:

PIN Code | ®
Extra AT Cmd | @
Telnet Port |0 | @

» Cellular Network Settings

Network Type [.ﬂ.uto @

Band Select Type |:AII @

» Advanced Settings

Debug Enable m:]
Verbose Debug Enable Cm

When finished, clicubmit> Save & Appljor the configuration to take effect.

4.1.2SMS Remote Control

The puter supports remotecontrol via SMSYoucan use following commands to get the statushef router, and set
all the parametersThere are thre¢ dzi KSY G A OF A2y GeLSa FT2N) {a{ O2y NPTt d
Gt K2y SoyadzY2( K¢ @

An SMS command hdke following structure:

1. Passwordmode! a SNY I YSY t I &ag 2 NRT O(avRirableGoydveryTplovichariber)X OY Ry
2. Phonenum modecmdl; cmd2QY Ro T Xavala®ldwhen the SMS was sent from the phone number
which had been added imuterQd LIK2y S 3 NP dzLJ0 &
3. Bothmode-! &SNY I YSY t1+3aa062NRTOYRMTOYRHTOYROT XOYRY 01 ¢

number which had been added iauterQ@hone group).

SMS command Explanation:
1. User name anéPasswordtsethe same username and password as WEB manager for authentication.
2. cmdl, cmd2, cmd3 to Cmdthe command format is the same as the CLI commamate details about CLI cmd
please refer tadChapter 5 Introductions for CLI
Note: Download the configure XML file from the configured web browBee.format of SMS controcommand
can refer to the data of the XML file.
Go toSystem > Profile > Export Configuration Fittick [Eaagiadto generate the XMLile and clik [Ergaid
to export the XML file.
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@ rcbustel

Profile Rollback

A Import Configuration File

Reset Other Settings to Default Cm @
Ignore Invalid Settings Cm @

XML Configuration File U Choose File ‘ No file chosen

[import

A Export Configuration File

Ignore Disabled Features m @
Add Detailed Information Cm @

Encrypt Secret Data Cm ®
XML Configuration File

A Default Configuration

Save Running Configuration as Default m @

Restore to Default Configuration

XML command:
<lan >
<network max_entry_num="2" >
<id > 1</id >
<interface > lanO</interface >
<ip > 172.16. 99. 44</ip >
<netmask > 255.255.0.0</netmask >
<mtu > 1500</mtu >
SMS cmd:
set lan network 1 interfack&n0
set lan network 1 ip 172.16.99.44
set lan network 1 netmask 255.255.0.0
set lan network 1 mtu 1500
3. ¢KS aASYAO02ft2y OKIFN)IOUGUSNI oWwTQUO A&
4. E.g.
admin:admin;status system

aSLI NI UGS

In this commandysername isadmirg, password isadmirg, and thefunction of the command is to get the

system status.

SMS received:

hardware_version = 1.

firmware_version =3.0.0'

kernel_version 3.10.49

device_model = R00 Ent

serial_number 41002217030001
uptime = "0 days, 0@1:45'

system_time = "MoMar 13 16:36:32017"
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admin:admin;reboot

@ rcbustel

In this commandysername igadmirg, password igsadmirg, and thecommand is to reboot the Router.

SMS received:
OK

admin:admin;set firewall remote_ssh_access false;fietwall remote_telnet_access false
In this commandysername igadmirg, password igsadmirg, and thecommand is to disable the remote_ssh

and remote_telnet access.
SMS received:

OK

OK

admin:admin;set lan network 1 interface lan0;set lan network 1 ip 226.99.44;set lan network 1 netmask

255.255.0.0;set lan network 1 mtu 1500

In this commandysername igadmirg, password igadmirg, and the commands is to configure the LAN

parameter.
SMS received:
OK

OK

OK

OK

4.2 Network

4.2.11PsecVPN

PC1

IpsecVPN-Servef 3

10.0.0.0/24  WAN:58.1.1.1°

PC2

RT_UG_R2000nt v.1.06
Confidential

B
]

-

PC3

. LAN
lpsecVPN-Client

)

)
Internet
y

192.168.1.0/24

PC4

17 Sep, 2019 115134



Robustel ROOOEntUser Guide

The configuratiorof server and client is as foll@wy

IPsecVPN_$rver:

Cisco 2811:

Eocuterrenzble
RBoutergconfig
Configuring from terminzl, memory, or network [terminzl]?
Enter configuration commands, one per line. End with CHNTL/Z.
Bouter {config) gcrypto isakmp policy 10
Router (config-isakmp) 7
authentication Set authentication method for protection suite

encryption Set encryption algorithm for protection suite

exit Exit from ISRAEMP protection suite configuration mode
group Set the Diffie-Hellman group

hash Set hash algorithm for protection suite

lifetime Set lifetime for ISAFMP security association

no Hegate = command or set its defaults

REouter (config-isakmy) fencryption 3des
Router {config-isakmp) ghash mds
g-isakmp) fzauthentication pre-share

Router|
Router (config-isakmp) §group 2
Router (config-isakmp) exit
Router (config) #crypto isakmp ?
client Set client configuration policy
enzkle Enzble ISREME
key Set pre-shared key for remote peer
policy Set policy for an ISREMP protection suite
REouter (config) fcrypte isakmp key cisco address 0.0.0.0 0.0.0.0

RBouter (config) #crypto ?
dynamic-map Specify a dynamic crypto msp template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
msp Enter a crypto map

Router (config) #crypto ipsec ?
gecurity—association Security association parameters
transform-set Define transform and settings
Router (config) fcrypto ipsec tranasform-set Trans 7
agh-mdS-hmac AH-HMRC-MDS transform
ah-sha-hmac AH-HMAC-5HA transform

esp-3des ESP transficrm using 3DES(EDE) cipher (l&8 bits)
esp-aes ESP transform using AES cipher
esp-des E5SPF transform using DES cipher (56 bits)

esp-md5-hmac ESP transform using HMAC-MDS auth
esp-sha-hmac ESP transform using HMAC-5HR auth
RBouter{config) #crypto ipsec transicrm-set Trans esp-3des esp-mdS-hmac

Bouter (config) #ip access-list extended wpn

Router (config-ext-nacl) #permit ip 10.7.0.0 0.0.0.255 15Z.1e58.1.0 0.0.0.255

Router (config-ext-nacl) fexit

Router (config) fcrypto map cry-map l0 ipsec-iszakmp

% NOTE: This new crypto map will remain disabled until a peer
and & wvalid access list have been configured.

Bouter (config-crypto-map) fmatch address vpn

Router (config-crypto-map) #set transform-set Trans

Router (config-crypto-map) $set peer 202.100.1.1

Router (config-crypto-map) fexit

Router (config) #interface fastEthernet 070

Bouter (config-if) §ip address 58.1.1.1 Z55_.2Z55_.255.0

Router (config-if) #cr

Bouter (config-if) focrypto map cry-map

*Jan 3 07:16:26.785: %CRYPTO-o-ISAEMP ON COFF: ISREME is ON
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IPsecVPN_Gent:

The window is displayed as below by clickitiRN > IPsec > Tunnel

Tunnel Status x509

- Tunnel Settings

Index Enable Description Gateway Local Subnet Remote Subnet +

Qick 4= button and set the parameters of IPsec Client as below.

Tunnel

» General Settings

Index [1 ]

Description

Gateway

[
[
Mode [Tunnel
[
[
[

Protocol

Local Subnet

Remote Subnet

» IKE Settings

Negotiation Mode [Main

Authentication Algorithm [ MD5

Encryption Algorithm [3DES

IKE DH Group [Dngoup2

Authentication Type PSK

PSK Secret

Remote ID Type Default

IKE Lifetime 86400

< B - BENR-R-N-<B<Q -
- L

[
[
Local ID Type | Defauilt
[
[
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» SA Settings

Encrypt Algorithm
Authentication Algorithm
PFS Group

SA Lifetime

DPD Interval

DPD Failures

@ rcbustel

» Advanced Settings

Enable Compression

Expert Options

When finished, clicubmit >Save & Applyor the configuration to take effect.

The comparison between server and client is as below.

Server (Cisco 2811)

Router>enable

Routergconfig

Configuring from terminal, memory,
Enter configuration commands, one per line.
Router (config) §crypte isakmp policy 10
Router (config-isakmp) £?

or network [terminal]?
End with CNTL/Z.

ation Set ication methed for protection suite
encryption Set encryption algeorithm for protection suite
exit Exit from ISAKMP protecticn suite configuration mode
group Set the Diffie-Hellman group
hash Set hash algorithm for protection suite
lifetime Set lifetime for ISAKMP security association
ne Negate a or set its defaults

Router (config-isakmp) §encryption 3des

Router (config-isakmp) §hash mdS

Router (config-isakmp) #authentication pre-share
Router (config-isakmp) #group 2
Router (config-isakmp) fexit

Router (config) §crypto isakmp ?

client Set client configuration policy

enable Enable ISAKMP

key Set pre-shared key for remote peer
policy Set policy for an ISAKMP protection suite

Router (config) §crypto isakmp key cisco address 0.0.0.0 0.0.0.0

IKE Setting in Client must be consistent with server.

Router (config) fcrypte ?
dynamic-map Specify a dynamic crypto map template

ipsec Configure IPSEC policy
isakmp Configure ISAKMP policy
xey Long term key cperations
map Enter a crypto map

Router (config) fcrypto ipsec ?
security-association Security association parameters
transform-set Define transform and settings
Router (config) fcrypto ipsec transform-set Trans 2
ah-mdS-hmac AH-HMAC-MDS transform
ah-sha-hmac AH-HMAC-SHA transform

esp-3des ESP transform using 3DES(EDE) cipher (168 bits)
esp-aes ESP transform using AES cipher
esp-des ESP transform using DES cipher (56 bits)
p-mdS-hma: ESP using HMAC-MDS auth
— = ESP using HMAC-SHA auth

Client (R2000 Ent)

A Tunnel Settings

Index
Enable
Description
Gateway
Mode
Protocol
Local Subnet

Remote Subnet

Q

58.1.1.1

192.168.1.0

(©)
(sasase__) @

m -
u [
° 3
3
o
<

’%

Router (config) #crypto ipsec transform-set Trans esp-3des esp—mds—hmac|

Negotiation Mode

Authentication Algorithm
Encrypt Algorithm

IKE DH Group
Authentication Type

PSK Secret

Local ID Type
Remote ID Type

IKE Lifetime

Il

w
o
m
(0]
< <

MODP(1024)

o
(]
=
<

IE

2||e

s||&

Sl e
<<

Encrypt Algorithm

Authentication Algorithm

SA Settina in Client must be consistent with server.

Router (config) #ip access-list extended vpn

Router (config-ext-nacl) fpermit ip 10.0.0.0 0.0.0.255 192.168.1.0 0.0.0.255

Router (config-ext-nacl) fexit

Router (config) fcrypte map cry-map 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

Router (config-crypto-map) #match address vpn

Router (config-crypto-map) §set transform-set Trans

Router (config-crypto-map) #set peer 202.100.1.1

Router (config-crypto-map) exit

Router (config) §interface fastEthernet 0/0
Router(config-if) #ip address 58.1.1.1 255.255.255.0

Router (config-if) fer

Router (config-if) fcrypto map cry-map

“Jan 3 07:16:26.785: %CRYPTO-&-ISAKMP ON_OFF: ISAKMP is ON

RT_UG_R200nt v.1.06
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4.2.20penVPN

@ rcbustel

OpenVPN supports two modes, including Client and P2P. Here takes Client as an example.

PC1

LAN

192.168.2.0/24

PC2

OpenVPN_Server:

OpenVPN Server %

WAN: 202.96.1.100/24 v‘<~/J‘/} WAN:59.1.1.1

PC3

A LAN
.’OpenVPN Client

\ .
L

Internet ‘),"
/.

192.168.1.0/24

PC4

Generate relevant OpenVRirtificate on the server side firstly, and refer to the following commands to

configuration the Server:
local 202.96.1.100

mode server

port 1194

proto udp

dev tun

tun-mtu 1500

fragment 1500

ca ca.crt

cert ServerQl.crt

key Server01.key

dh dh1024.pem
server10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt
push "route 192.168.3.0 255.255.255.0"
client-configdir ccd

route 192.168.1.0 255.255.255.0
keepalive 10 120

cipher BFCBC

compzo

maxclients 100

persistkey

persisttun

status openvprstatus.log

verb 3

Note: For more configuration details, pleasentact your technical support engineer
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OpenVPNClient
ClickVPN > OpenVPN > OpenVR&ibelow.

» Tunnel Settings

Index Enable Description Mode Protocol Server Address Interface Type +

Clicl<4=to configure the Client01 as below.

A General Settings

Index ]

—
[y

Enable

g

Client0o1

]
Client

Description

Mode
Protocol

Server Address 202.96.1.100

— o —
C
)
o
=

—
[ery
=
o]
N

Server Port

=
=x
=
< JENA

Interface Type

X509CA ®

Authentication Type

m
m
&

Encrypt Algorithm

Renegotiation Interval |86400 ] ®
Keepalive Interval |20 ] ®
Keepalive Timeout 120 ] ®

Private Key Password

L
L]
-
-
L]
)

Enable Compression

Enable NAT

ale

—
w

Boe

Enable HMAC Firewall

Verbose Level

=]
n
m

Enable PKCS#12

Enable nsCertType

E!
.
-

——

Expert Options |fragment 1500 ] @

When finished, clicubmit > Save & Applfpr the configuration to take effect.
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4.2.3GRE VPN

PC1 PC3

LAN LAN
GRE-1 - . GRE-2

WAN:58.1.1.1° WAN:59.1.1.1
192.168.2.0/24 3 : A—

PC2 e L PC4

The configuration of two points is as follew

The window is displayed as below by clicktRN > GRE > GRE

GRE

» Tunnel Settings
Index Enable Description Remote IP Address +

GREL

Qick <= button and set the parameters of GREas below.

- Tunnel Settings

Index [ 1 ]

Description

GRE-1

[
[59.1.1.1

Remote IP Address

Local Virtual IP Address

]

)
[10.8.0.1 ] |

]

Remote Virtual IP Address [ 10.8.0.2

Enable Default Route

Enable NAT

f

Secrets ["uu ] |

When finished, clicubmit >Save & Applyor the configuration to take effect.

|
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@ rcbustel

GRE2:

Qick 4= button and set the parameters of GREas below.

- Tunnel Settings

Index [ 1 ]
Enable m:]
Description [ GRE-2 ]
Remote IP Address H 58.1.1.1 ] |
Local Virtual IP Address H 10.8.0.2 ] |
Remote Virtual IP Address [ 10.8.0.1 ] |
Enable Default Route
Enable NAT
Secreis [""" ] |

When finished, clicubmit > Save & Applfpr the configuration to take effect.

The comparison between GREand GRR is as below.

GRE-1 GRE-2
mdex 1] maex 1]
eable [ ) Enable
Description Description
Remote IP Address GRE-1 public IP Remote IP Address GRE-2 public IP
Local Virtual IP Address GRE-1 tunnel IP Local Virtual IP Address GRE-2 tunnel IP
Remote Virtual IP Address GRE-2 tunnel IP Remote Virtual IP Address GRE-1 tunnel IP
Enable Default Route m Enable Default Route m
enablenar [ IR set the same secref as GRE-2 SEEBN set the same secret as GRE-1

122/134
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Chapter 5 Introductions for CLI

5.1 Whatls CLI

Gommandline interface (CLI) is a software interface providing another way to set the parameters of equipment from
the SStbr through atelnet network connection.

Route login:
Router login: admin
Passwordadmin
#
CLI commands:
# ? (Note: the PQwonQ@display on the pagé

! Comments
add Add a list entry of configuration
clear Clear statistics
config Configuration operation
debug Output debugnformation to the console
del Delete a list entry of configuration
exit Exit from the CLI
help Display an overview of the CLI syntax
ping Send messages to network hosts
reboot Halt and perform a cold restar
route Static route modify dynamically, this setting will not be saved
set Set system configuration
show Show system configuration
status Show running system information
tftpupdate Update firmware using tftp
traceroute Print the route packets trace to network host
urlupdate Update firmware using http or ftp
ver Show version of firmware
RT_UG_R20@Bnt v.1.06 17 Sep, 2019 123134
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5.2 How to Configure the CLI

Following is a table about the description of help and the error shoulehiseuntered in the configuring program.

Commands /tips Description
? Ce@LIAY3I | | dzSa i A Foatherhelplibformaakion. & A f f
Ctrl+c t NBaa GKSasS o2 (Sea 4 GKS atr yd

Oy 0SS dzaSR T2 Ndtiggpddsaim] ¢ 2dzi 2 F

Syntax error: The command is not
completed

Command is not completed.

Tick space key+ Tab key

It can help you finish yocommand

Example:

# config(tick Enter key)

Syntax error: The command is not completed
# config(tick space key+ Tdtey)

commit save_and_applyoaddefault

# config save_and_apply
#config commit

When your setting finished, you should enter those commands to make
your setting take effect othe device.
Note: Commit andsave_and_applplays the same role.

Quick Start withGonfiguration Examples

The best and quickest way to master CLI is firstly to view all features from the webpage and then read all CLI
commands at a timefjnally learn to configure it with some reference examples.

Example 1: Show current version

# status system

hardware_version = 1.
firmware_version = "3.0.0"
kernel_version = 3.10.49
device_model = R2000 Ent
serial_number = 11002217030001
uptime ="0 days, 00:01:45"

system_time = "Mon Mar 13 16:36:33 2017"

Example 2: Update firmware via tftp

# tftpupdate (space+?)
firmware New firmware

# tftpupdate firmware(space+?)
String  Firmware name

# tftpupdate firmware R2000 Effirmware-sysupgradeunknown.bin host 192.168.100.9&nter a new firmware

name

RT_UG_R2000nt_v.1.06
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Downoading

R2000 Enfirmware-s 100% |** i rrrtttiiiiiiikiikkikiik| - 5018k  0:00:00 ETA
Flashing

Checking 100%

Decrypting 100%

Flashing 100%

Verifying 100%

Verfify Success

upgrade success /lupdate success
# config save_and_apply
OK /I saveand applycurrent configuration make you configuration effect

Example 3: Set lirknanage

# set
# set
at_over_telnet AT Over Telnet
cellular Cellular
ddns Dynamic DNS
ethernet Ethernet
event Event Management
firewall Firewall
gre GRE
ipsec IPsec
lan Local Area Network
link_manager Link Manager
ntp NTP
openvpn OpenVPN
reboot Automatic Reboot
RobustLink RobustLink
route Route
sms SMS
snmp SNMP agent
ssh SSH
syslog Syslog
system System
user_management User Management
vITp VRRP
web_server Web Server
# set link_manager
primary_link Primary Link
backup_link Backup Link
backup_mode Backup Mode
emergency_reboot Emergency Reboot
link Link Settings
RT_UG_R20@nt_v.1.06 17 Sep, 2019 125134
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# set link_manageprimary_link(space+?)
Enum Primary Link (wwanl/wwan2/wan)

# set link_managy primary_link wwan1 KKaShwarddi 1da LINR YEF NB Yt Ay
OK /Isetting succeed
# set link_manager link 1

type Type

desc Description

connection_type Connection Type

wwan WWAN Settings

static_addr Static Address Settings

pppoe PPPoOE Settings

ping PingSettings

mtu MTU

dnsl overrided Overrided Primary DNS
dns2_overrided Overrided Secondary DNS
# set link_manager link 1 type wwanl

OK
# set link_manager link 1 wwan
auto_apn Automatic APN Selection
apn APN
username Username
password Password
dialup_number Dialup Number
auth_type Authentication Type
switch_by data_allowance Switch SIM By Data Allowance
data_allavance Data Allowance
billing_day Billing Day
# set link_manager link 1 wwan switch_by data_allowance true
OK
#
# set link_manager link 1 wwan data_allowance 100 /lopen cellularswitch_by data_traffic
OK /[setting succeed
# set link_manager link 1 wwan billing_day 1 /Isetting specifies the day of month for billing
OK /[ setting succeed
X
# config save_and_apply
OK /I saveand applycurrent configuration make you configuration effect

Example 4. SetANIP address

# show lan all
network {
id=1
interface = lan0
ip=192.168.0.1
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netmask = 255.255.255.0

mtu

= 1500

dhep {

}
}
multi_ip {
id=1
interface = lan0
ip=172.1809.44
netmask = 255.255.0.0
}
#
# set lan
network Network Settings
multi_ip Multiple IP Address Settings
vlan VLAN
# set lan network (space+?)
interface Interface
ip IP Address
netmask Netmask
mtu MTU
dhcp DHCP Settings
# set lan network 1 interface lan0
OK
# set lan network 1 ip 172.16.981
OK
# set lan network 1 netmasks8.255.0.0
OK
#
X

enable = true
mode = server
relay _server =
pool_start = 192.168.0.2
pool_end =192.168.0.100
netmask = 255.255.255.0
gateway ="
primary_dns =
secondary_dns =
wins_server ="
lease_time =120
expert_options =
debug_enable = false

nn

# config save_and_apply

OK
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/I saveand applycurrent configuration make you configuration effect
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Example 5: CLI faretting Cellular

# show cellular all
sim {

id=1

card = siml
phone_number =
extra_at_cmd =""
network_type = auto
band_select_type = all
band _gsm_850 = false
band _gsm_900 = false
band_gsm_1800 = false
band_gsm_1900 = false
band_wcdma_ 850 = false
band_wcdma_00 = false
band_wcdma_1900 = false
band_wcdma_2100 = false
band_Ite 800 = false
band_Ite 850 = false
band_Ite 900 = false
band_Ite 1800 = false
band_Ite 1900 = false
band_Ite 2100 = false
band_Ite 2600 = false
band te 1700 = false
band_Ite 700 = false

band tdd_Ite 2600 = false
band tdd_Ite 1900 = false
band tdd Ite 2300 = false
band_tdd_Ite 2500 = false

}

sim {
id=2
card = sim2
phone_number =™
extra_at cmd ="
network_type = auto
band_select_type = all
band_gsm_850 = false
band_gsm_900 = false
band_gsm_1800 = false
band_gsm_1900 = false
band_wcdma_850 = false
band_wcdma_ 900 = false
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band_wcdma_1900
band_wcdma_2100

de

= false
= false

band_Ite 800 = false
band_Ite 850 = false
band_Ite 900 = false
band_Ite 1800 = false
band_Ite 1900 = false
band_Ite 2100 = false
band_Ite 2600 = false
band_Ite 1700 = false

band_Ite 700 = faks

band tdd_Ite 2600 = false
band tdd_Ite 1900 = false
band tdd_Ite 2300 = false
band tdd_Ite 2500 = false

}

# se(space+?)

at_over_telnet cellular ddns dhcp
event firewall ipsec lan
ntp openvpn reboot route
sms snmp syslog system
vrrp
# set cellulafspace+?)

sim SIM Settings
# set celluhr sim(space+?)

Integer Index (1..2)
# set cellular sim(space+?)

card SIM Card

phone_number Phone Number

extra_at_cmd Extra AT Cmd

network_type Network Type

band_select_type Band Select Type

band_gsm_850 GSM 850

band_gsm_900 GSM 900

band_gsm_1800 GSM 1800

band_gsm_1900 GSM 1900

band_wcdma_ 850 WCDMA 850

band_wcdma_ 900 WCDMA 900

band_wcdma_1900 WCDMA 1900

band_wcdma_2100 WCDMA 2100

band_Ite 800
band_Ite 850
band_Ite 900
band_Ite 1800
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band_Ite 1900
band_Ite 2100
band_Ite 2600
band_Ite 1700
band_Ite 700

band_tdd_Ite 2600
band_tdd_Ite 1900
band_tdd_Ite 2300
band_tdd_Ite 2500

LTE 1900 (band 2)
LTE 2100 (band 1)
LTHB00 (band 7)

LTE 1700 (band 4)
LTE 700 (band 17)

@ rcbustel

TDD LTE 2600 (band 38)
TDD LTE 1900 (band 39)
TDD LTE 2300 (band 40)
TDD LTEDR5band 41)

# set cellular sim 1 phone_number 18620435279

OK
X

# config save_and_apply

OK

/I saveand applycurrent configuration make you configuration effect

5.3 Command®eference

GCommands Syntax Description

Debug Debugparameters Turn on or turn off debug function

Show Showparameters Show current configuration of each function

Set Setparameters All the function parameters are set by commands set and add, th

Add Addparameters difference is that set is for the single parameter and add is for the
parameter

Note: Download the config. XML file from the configured web browdae command formatcan refer to the
config.XML file format.
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Glossry

Abbr. Description

AC Alternating Current

APN Access Point Name

ASCII American Standard Code for Information Interchange
CE Conformité Européene (European Conformity)
CHAP Challenge Handshal@uthentication Protocol

CLI Command Line Interface for batch scripting

CSD Circuit Switched Data

CTS Clear to Send

dB Decibel

dBi Decibel Relative to an Isotropic radiator

DC Direct Current

DCD Data Carrier Detect

DCE Data Communication Equipmefiypically modems)
DCS 1800 Digital Cellular System, also referred to as PCN

DI Digital Input

DO Digital Output

DSR Data Set Ready

DTE Data Terminal Equipment

DTMF Dual Tone Multfrequency

DTR Data Terminal Ready

EDGE Enhanced Data rates f@lobal Evolution of GSM and13S6
EMC Electromagnetic Compatibility

EMI ElectreMagnetic Interference

ESD Electrostatic Discharges

ETSI European Telecommunications Standards Institute
EVDO EvolutionData Optimized

FDD LTE Frequency DivisioBuplexing Long Term Evolution
GND Ground

GPRS General Packet Radio Service

GRE generic route encapsulation

GSM Global System for Mobile Communications

HSPA High Speed Packet Access

ID identification data

IMEI International Mobile Equipment Idertyi

IP Internet Protocol

IPsec Internet Protocol Security

kbps kbits per second

L2TP Layer 2 Tunneling Protocol
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Abbr. Description

LAN local area network

LED Light Emitting Diode

M2M Machine to Machine

MAX Maximum

Min Minimum

MO Mobile Originated

MS Mobile Station

MT Mobile Terminated

OpenVPN Open Virtual Private Network

PAP Password Authentication Protocol

PC Personal Computer

PCN Personal Communications Network, also referred to as DCS 1800
PCS Personal Communication System, also referred to as GSM 1900
PDU Protocol Data Unit

PIN Personal Identity Number

PLCs Program Logic Control System

PPP Pointto-point Protocol

PPTP Point to Point Tunneling Protocol

PSU Power Supply Unit

PUK Personal Unblocking Key

R&TTE Radio and Telecommunication Termigagjuipment
RF Radio Frequency

RTC Real Time Clock

RTS Request to Send

RTU Remote Terminal Unit

Rx Receive Direction

SDK Software Development Kit

SIM subscriber identification module

SMA antenna Stubby antenna or Magnet antenna

SMS Short Messag&ervice

SNMP Simple Network Management Protocol
TCP/IP Transmission Control Protocol / Internet Protocol
TE Terminal Equipment, also referred to as DTE
TX Transmit Direction

UART Universal Asynchronous Recertensmitter
UMTS Universal MobilélTelecommunications System
USB Universal Serial Bus

USSD Unstructured Supplementary Service Data
VDC Volts Direct current

VLAN Virtual Local Area Network

VPN Virtual Private Network
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Abbr. Description
VSWR Voltage Stationary Wave Ratio
WAN Wide Area Network

|
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